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PC 101 - Deploying F5 Solutions to AWS with CloudFormation
Templates

This is a self-guided introductory lab that covers:
+ Deploying F5 solutions to AWS with Terraform and CloudFormation Templates
+» Service Discovery iApp - Dynamically populate pool members with the AutoDiscovery iApp.
» Cross Availability Zone HA with F5

» Application Services Extension - Automate the creation of virtual servers and associated services
using a declarative model.

1.1 Prerequisites

In this lab we’ll prepare our AWS environment with the prerequisites required to launch F5 CloudFormation
templates.

» Create AWS account and login to the AWS console.

» Accept the F5 license subscription from the AWS Marketplace.

 Create and upload SSH keys to AWS.

+ Create the infrastructure prerequisites necessary to launch an F5 CloudFormation template.

1.1.1 Login to F5’s lab platform (Unified Demo Framework) and launch a remote
desktop session

Follow the link in your email invite and login to the lab environment.

Your Deployment => Systems => win2019 => DETAILS. Copy the Administrator password to your clipboard.
The password starts immediately after Administrator:




win2019

Windows Server 2019 Base
General Subnets Access Methods
Description Credentials
Administrator: bdB2b71xkC
Machine Specifications Boot Metrics
vCPUSs Memory Disk Size Started in 2 minute Booted in 2 minutes
2 4 30

W sTOP

Done

Click [Done] in the lower right-hand corner.

Under win2019, from the ACCESS drop-down, select RDP and resolution. The lab looks best in FHD (1920
x 1080). This will download the rdp file to your computer. Launch the RDP file and login via RDP using the
Administrator credentials. Copy and paste credentials from your clipboard.

{Z] DOCUMENTATION £ DEPLOYMENT PRESENTATION
o oFF

(@ Endsin8 hours > Videos (0)

Leave Session

P Your Deployment

s F5 Products Subnets Systems

> P p Win2019

indows Server 2019 Base

DETAILS ACCESS  DETAILS

19201080

1600x1200
1440x200
1366x768
1280x1024
1280x800
800x600
640%480

When prompted with the blue “Networks” message click “Yes”.




Networks

kf;-' Network 2

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your

home and work networks, but not
public ones.

Attention: Before proceeding, wait 30 seconds for the Visual Studio Code and Postman applications
to start automatically.

You can run the entire lab from within the Windows jump host.
Visual Studio Code => View => Terminal
You will see:

+ AWS Console URL

+ AWS Console Username

» AWS Console Password

) File Edit Selection View Go -~  fSadmin WSL: Ubuntu-18.04] - Visual St.. = LSRRI B A R AL S U BT

Command Palette... Ctrl+Shift+P
Open View...

Appearance

Editor Layout

Explorer Ctrl+Shift+E
Search Ctrl+Shift+F
SCM Ctrl+Shift+G
Debug Ctrl+Shift+D

Extensions Ctrl+Shift+X

Output Ctrl+Shift+U
Debug Console Ctrl+Shift+Y
Termiral Ctrl+
Problems Ctrl+Shift+M

Toggle Word Wrap Alt+Z

Show Minimap
/ Show Breadcrumbs
v/ Render Whitespace

/' Render Control Characters

> WSL: Ubuntu-1804 ® 0 A0
@ L H € m Y B : o POM
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Maximize the Terminal Window by clicking on the * in the upper-right-hand corner of the Terminal.




) File Edit Selecton View Go - f5admin [WSL: Ubuntu-18.04] - Visual St...

PROBLEMS ~OUTPUT  TERMINAL - 1: bash v + 0 & ~ x

% Total % Received % Xferd Average jSpeed Time Time Time Cur

rent
Dload Upload Total Spent Left Spe

ed

] ] ) -] e ] e =
100 728 100 728 e ] 355k =
55k
AWS Console URL:
https://346022609392.signin.aws.amazon.com/console

AWS Console Username:
udf

AWS Console Password:
qVpcQCRXE5KaqpBjpiQeNEMo

f5admin@EC2AMAZ-0QBMC1S :~§ ]

o

> WSL: Ubuntu-1804  ® 0 A 0

® o5 € mY ¥ R £ ® 9 e,

1/23/2020

1.1.2 Login to AWS Console

A URL shortcut has been auto-generated on the Windows desktop: “Amazon Web Services Sign-In”.

First, launch Firefox from the taskbar, then click on the “Amazon Web Services Sign-In” URL shortcut on
the Desktop.

If the Firefox resolution in your RDP session renders components off-screen, try to first launch Firefox from
the taskbar before you click on the “Amazon Web Services Sign-In” URL shortcut on the Desktop.

Alternatively, you can CTRL+click the “AWS Console URL:” https shortcut in the Visual Studio Code termi-
nal.




)

Recycle Bin

) File Edit

PROBLEMS ~ OUTPUT  TERMINAL 1: bash ¥

% Total
rent

% Received % Xferd Average Speed Time

Dload Upload Total
ed

(-] ] ] -]
100 728 1ee 728
55k
AWS Console URL:
https://346022609392.signin.aws.amazon.com/console

AWS Console Username:
udf

AWS Console Password:
qVpcQCRXE5KaqpBjpiQeNEMo

f5admin@EC2AMAZ-0QBMC1S :~$ [

i

X WSL: Ubuntu-1804  ® 0 A 0

€ mY " 0oR £ % O

+ 0 @ ~ x

Time

Spent

Time Cur

Left Spe

c @
@ Getting tarted ) Fs Networks Gtk €) Releases - 5deveentrel

aws

Account ID or alias

346022600392

1AM user name

udf

Password

Sign-in using root account credentials

Forgot password?

Terms of Use Privecy Policy © 1596-2

In the upper-right-hand corner, choose US-West (Oregon) us-west-2 region.

© & nhttps;/us-east-1.signin.aws.amazon.com/oauth:

10:02AM
1/23/2020
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Amazon RDS Proxy

Make applications more scalable
with a fully managed database proxy

Amszon Web Senvices Ine. o s ffistes.
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© & o https://us-west-2.console.aws.amazon.com/co s o=

Services v Resource Groups v

US East (N. Virginia) us-east-1

AWS Management Cong oo =

US West (N. California) us-west-1

| US West (Qregon) us-west2

AWS services Asia Pacific (Hong Kong) ap-east-1

Find Services Asia Pacific (Seoul) ap-northeast-2
You can enter names, keywords or acronyms,

(

PROBLEMS ~ OUTPUT  TERMINAL  --- 1: bash + 0D @@ ~ X Asia Pacific (Mumbai) ap-south-1
¢
@

% Total % Received % Xferd Average Speed Time Time Time Cur Asia Pacific (Singapore) ap-southeast-

Q. Example: Relational Database Service, database, RDS
rent | hsia Pacific (Sydney) ap-southeast-2
Dload Upload Total Spent Left Spe

ed > All services
] e e ] e

100 728 1ee 728 ]

55k

AWS Console URL:

https://346022609392.signin.aws.amazon.com/console

Asia Pacific (Tokyo) ap-northeast-1

Canada (Central) ca-central-1

Build a solution Europe (Frankfurt) eu-central-1

Get started with simple wizards and automated workflows. Europe (reland) eu-west-1

(
(
Europe (London) eu-west-2
[t
[§

AWS Console Username: Launch a virtual machine Bljuld a wveh app Europe (Paris) euwest3
udf With EC2 With Elastic Beanstalk Europe (Stockholm) enorth-1
2-3 minutes 6 minutes

AWS Console Password:
qVpcQCRXE5KaqpBjpiQeNEMo

(\5 Middle East (Bahrain) me-south-1

South America (Sdo Paulo) sa-east-1

[h

f5admin@EC2AMAZ-0QBMC1S :~§ []

Register a domain Connect an loT device Start migrating to AWS
With Route 53 With AWS loT With CloudEndure Migration
3 minutes 5 minutes 1-2 minutes

@ 4

X WSL: Ubuntu-1804  ® 0 A 0

em®v s ol £ % O

“Services” => type “marketplace” in the search window. Select “AWS Marketplace Subscriptions” from the
search results. Right-click on “Manage subscriptions” to open a new tab. => “Discover products” Type “f5
advanced 25mbps” in the search box. => “F5 Advanced WAF (PAYG, 25Mbps)” => “Continue to Subscribe”
=> “Accept Terms”

S c @ 0 a 8e-b6a1-0955337224c5 -9 5 noe & =
@ Getting Started () FS Networks - GitHub ) Releases - Sdevcentral.. () 7= © bigplSiab.dev 0. © 4. @

ttps//aws.amazon.com/marketplace/server/procurement?productid=3196aead-f3ab-

Hello, udf

Amazon Web Services Home  Help.

@ F5 Advanced WAF (PAYG, 25Mbps)
/ You must fistreview and accept terms,

< Product Detail  Subscribe

Subscribe to this software

To create a subscription, review the pricing information, and accept the terms for this software. You can also
create a long term contract on this page.

F5 Networks Offer 2019-02-22
By F5 Networks
ID: offer-pu2hbuyzéfopu
Terms and Conditions
Viewing This Offer
F5 Networks Offer 2019-02-22

F5 Networks Offer
AWS organizations: switching to this offer with a master or payer account will update all linked accounts to the same offer. By F5 Networks
ID: 2x0r2dr56zaujo45 fmyesOkh

By subscribing to this software, you agree to the pricing terms and the seller's End User
7. You also agree and acknowledge that AWS may share

ransaction (including your payment terms) with the respective

seller,reseller or underlying provider, as applicable, in accordance with the AWS
Notice (Z'. Your use of AWS services is subject to the AWS Customer Agreement(#' or other
‘agreement with AWS governing your use of such services.

This offer needs to be accepted by February 21, 2024.

The following table shows pricing information for the listed software components. You're charged separately for your use
of each component.

e —— ko e e e e
25Mbps)

F5 Advanced WAF (PAYG, 25Mbps)
EC2 Instance Type Software/hr  Software/yr  Savings

~
t2medium $001 $1.00 99% 1 L]

Track “Effective date” and “Expiration date”. When they are no longer “Pending” you can proceed.

10
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® Getting Sarted ) Fs Networks Gitkub €9 Releoses- 5devcentro. )

PrivateMarketplace

© & nttps;//aws.amazon.com/marketplace/pp/BO7F21D15V?ref_=beagle RINCRE A+ 3 moen =
© bigiplSisb.dev 0. © ©d.. O

Categories ~  Delivery Methods ~

This offering includes a free, full featured 30-day trial as well as access to F5

The F5 Advanced WAF is an industry-leading web application firewall providing
comprehensive protection for your website, mobi
behavioral analytics, automated learning capabilities, and risk-based
F5 Advanced WAF secures applications against threats including application-layer
DoS attacks, malicious bot traffic, all OWASP top 10 threats and API protocol

For sales inquiries, contact our sal izatic ps: ts
/get-f52s=metat#contactsales (7), and for all other general inquiries, email F5 at

F5 Advanced WAF (PAYG, 25Mbps) (nntinueﬁo Subscribe

By: F5 Networks@  Latest Version: 15.0.1.1-0.0.3

F5 Advanced WAF s a dedicated security platform to deliver the most innovative application
security capabilities available on the market. F5 is committed to providing cutting edge Typical Total Price
v Show more $1.53/hr

To 3 per instance for
Linux/Unix  friireriy 0 AWS reviews

y 4 xarg
Virginia). View Details
Free Trial

Pricing Usage Ssupport Reviews

Product Overview

>

F5 ADVANCED WAF

DNT MAMANCRMENT

In addition to attack mitigation, powerful reporting capabilities allow for easy, > e 000
real-time analysis of attacks allowing you to quickly make informed security

Highlights
15011003
Show other versions * Proactive Bot Protection - Using fingerprinting and

techniaues in jth

We use cookies to provide and improve our services. By using our site, you consent to cookies. Leam More

1.1.3 Create an AWS VPC with Terraform

From the Visual Studio Code Terminal, clone the github repository for this lab and change to the working

directory.

Attention:

For a smooth ride, always invoke commands from inside the cloned git repository
(fbagility2020-pc101). To check you'’re in the right place, you can run the command pwd and the output
should read /home/f5admin/f5agility2020-pcl01

git clone https://github.com/TonyMarfil/f5agility2020-pcl0l.git

cd fbSagility2020-pcl01/

11



File Edit Selection View Go Debug Terminal Help f5admin [WSL: Ubuntu-18.04] - ! TCHTHF DD 50501527 09043ac01a 15 acCessudrT>.com

PROBLEMS (4) OUTPUT  DEBUG CONSOLE  TERMINAL 1: bash

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
(] ] ] ] ] ] ] (o= 8=rB= foal s e R ey lee 728 1ee @ ==g==g== ==g==gs= s=g==g== ZEER
AWS Console URL:
https://346022609392.signin.aws.amazon.com/console

AWS Console Username:
udf

AWS Console Password:
qVpcQCRXE5KaqpBjpiQeNEMo

f5admin@EC2AMAZ-0QBMC1S :~$ git clone https://github.com/TonyMarfil/f5agility2020-pclel.git
Cloning into 'f5agility202e-pclel’...

remote: Enumerating objects: 53, done.

remote: Counting objects: 100% (53/53), done.

remote: Compressing objects: 100% (41/41), done.

remote: Total 53 (delta 13), reused 5@ (delta 10), pack-reused ©

Unpacking objects: 10e% (53/53), done.

f5admin@EC2AMAZ-0QBMC1S :~$ cd f5agility2820-pc101/
f5admin@EC2AMAZ-0QBNC1S : ~/ f5agility2020-pc1e1s [

o
o3
203

X WSL: Ubuntu-18.04  §° master & ®4 A0 © 01
S 5 € m o ¥ OR £ % O b 5]
Run the start.sh script to set environment variables and make the ./scripts directory executable

sour /start.sh

File Edit Selection View Go Debug Terminal Help fSadmin [WSL: Ubuntu-18.04] - ' PO AS05 61527 63045aco 1T S accessuarocom—— —

PROBLEMS (4) OUTPUT  DEBUG CONSOLE  TERMINAL 1: bash

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility20. 1$ source ./start.sh
f5admin@EC2AMAZ-OQBMC1S : ~/f5agility2 pc101s

BT
1/23/2020

X WSL: Ubuntu-1804 & master < © Qi
-3

P B2 € meY T dy

Create an SSH key and upload to your AWS account. We’'ll later use this key to connect to our F5 instances.

reate-ssh-keys.sh




) File Edit Selection View Go Debug Terminal Help fSadmin [WSL: Ubuntu-18.04] - 5b4-43d3-D152-b9043ac6 a5 access.udff5.com

PROBLEMS (4) OUTPUT  DEBUG CONSOLE  TERMINAL 1: bash

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101$ create-ssh-keys.sh
1%

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility20!

c
1

X WSL: Ubuntu-18.04  §° master* © 41
09 AM

S
€ m» ¥ B o O

C2 Management Console

<)> ¢ @ O & ntp: west-2. le.aw: 2, 2#KeyPairs -9 moen =

@ Getting Strted ) Fs Networks itk €) Releuses - 5devcentrl 1 Siabdev 0id.. ©

© new £c2 Experience

Tell us what you thinke B2 > Keypairs
EC2 Dashboard new A
vents Key pairs (1/1) mporervar | T
Il A —
Tags [a 1 @
Reports
Limits Name v Fingerprint v
v
INSTANCES ‘ MyKeypai - & ‘
Instances

Instance Types
Launch Templates ew
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances
Capacity Reservations
¥ IMAGES
AMIS
Bundle Tasks

 ELASTIC BLOCK
STORE

Volumes
Snapshots

Lifecycle Manager

v NETWORK &
SECURITY
Security Groups

Elastic IPS ne

@ Feedback @ English (US) s al yPolicy  Terms

€ | = Dy O

Initialize Terraform modules.

terraform init

13



File Edit Selection View Go Debug Terminal Help f5admin [WSL: Ubuntu-18.04] - ! TCHTHF oD 505 01527 09043ach1a 15 accessudrt>.com

PROBLEMS (#) OUTPUT  DEBUG CONSOLE  TERMINAL 1: bash
f5admin@EC2AMAZ -OQBMC1S :~/f5agility2020-pc101$ terraform init

Initializing the backend...

Initializing provider plugins...

- Checking for available provider plugins...

- Downloading plugin for provider "aws" (hashicorp/aws) 2.45.6...

The following providers do not have any version constraints in configuration,
so the latest version was installed.

To prevent automatic upgrades to new major versions that may contain breaking
changes, it is recommended to add version = "..." constraints to the

corresponding provider blocks in configuration, with the constraint strings
suggested below.

* provider.aws: version = "~> 2.45" I

Terraform has been successfully initialized!

You may now begin working with Terraform. Try running "terraform plan™ to see
any changes that are required for your infrastructure. All Terraform commands
should now work.

If you ever set or change modules or backend configuration for Terraform,

rerun this command to reinitialize your working directory. If you forget, other

commands will detect it and remind you to do so if necessary.
f5admin@EC2AMAZ-0QBNC1S : ~/ f5agility2020-pciols [

LT

X WSL:Ubuntu-1804 8 master & ®aAo @ 01

2 o5 B O FEOR £ 1T O B o O
Validate Terraform files and create a terraform dependency graph.

terraform validate
create-terraform-dependenc

) File Edit Selection View Go Debug Terminal Help fSadmin [WSL: Ubuntu-18.04] - L U R AT A AR R S Y A

PROBLEMS (4) OUTPUT  DEBUG CONSOLE  TERMINAL 1: bash

f5admin@EC2AMAZ-0QBMC1S :~/f5agility2020-pc101$ terraform validate
Success! The configuration is valid.

f5admin@EC2AMAZ -OQBMC1S : ~/f5agility2020-pc101$ create-terraform-dependency-graph.sh
f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc1o1$ ||

X WSL: Ubuntu-18.04  §° master* ® 01

= 10:08 AM
ol ’ 8

From the Windows desktop, click on the “terraform_dependancy_graph” URL shortc Review in your
browser. Terraform creates a dependency of all of the objects in your environment. This is one of the major
advantages to using a declarative tool for building infrastructure and services.




g £ 1cr7459-05b4-43d3-D152-b90A3ach1a15.accessudris.com  — o

Recycle Bin

10:08 AM
= 45 g [
/C:/Users/Administrator/Desktop/t X x
@ filey//C:/Users/Administrator/Desktop/terraform_dependancy._graph.svg R CR moe =
@ Getting Started () F5 Networks - GitHub ) Releases - Sdevcentral.. () o © bigplSlabdev Did. © ©d. @

[roof] root

[root] meta.count-boundary (EachMode fixup)

T aws_subnet.f5-management-a |—| aws_cloudwatch_log_stream log-stream I aws_elb.example ‘—L output.webl_address T

aws_security_group.elb

varrestrictedSrcAddressVPC | aws_cloudwatch_log_group.log-group j { aws_instance.example-a

i

aws_subnet.public-a ’ ’ varaws_keypair T ‘ varweb_server_ami TJ aws_subnet.pu

‘ aws_instance.cxa

var.emailidsan

var.emailid

From the Visual Studio Code Terminal

terraform plan -var 'bigip_admin_password=fSletmeln'’
terraform apply -var 'bigip_ admin_password=f5letmeln' -—-auto-approve

15



) File Edit Selection View Go Debug Terminal Help f5admin [WSL: Ubuntu-18.04] -\ ™ b AR SRS AR St 12 AR

@ PROBLEMS (4) OUTPUT  DEBUG CONSOLE  TERMINAL 1: terraform

f5admin@EC2AMAZ-OQBMC1S :~/f5agility2020-pc101$ terraform plan -var 'b p_admin_password=f5letmeln’
/() Refreshing Terraform state in-memory prior to plan...

The refreshed state will be used to calculate this plan, but will not be

persisted to local or remote state storage.

i85

X WSL: Ubuntu-18.04  §° master*

o ®
5 € me ¥ e P Tt

Edit Selection View Go Debug Terminal Help fSadmin [WSL: Ubuntu-18.04] - \ T 0B R5d5" 01527 0903dct CESSUd>.com

PROBLEMS (@) OUTPUT  DEBUG CONSOLE  TERMINAL 1: terraform

f5admin@EC2AMAZ-0QBMC1S :~/f5agility2020-pc101$ terraform apply -var 'bigip_admin_password=f5letmeln' -auto-approve
aws_vpc.terraform-vpc: Creating...
aws_cloudwatch_log_group.log-group: Creatil
aws_cloudwatch_log_group.log-group: Creation complete after 8s [id=studentf5labdev]
aws_cloudwatch_log_stream.log-stream: Creating
aws_cloudwatch_log_stream.log-stream: Creation complete after @s [id=log-stream]
aws_vpc.terraform-vpc: Creation complete after 1s [id=vpc-878b314202bbdfff7]
aws_security_group.instance: Creating...
aws_subnet.public-b: Creating...
aws_subnet.private-a: Creating.
aws_subnet.f5-management-a: Creating.
aws_subnet.f5-management-b: Creating.
aws_security_group.elb: Creating...
aws_security_group.f5_management: Creating...
aws_security_group.f5_data: Creating.

Creating.

Creating
Creation complete after @s [id=igw-©ca4881650d473b76]

aws_subnet.public-a: Creating...
aws_security_group.elb: Creation complete after 1s [id=sg-07f29efb6feedc7f4]
aws_subnet.public-b: Creation complete after 1s [id=subnet-©a3a6@dede624c322]
aws_route_table.rtl: Creating..

R % &g v D

« &l

£

X WSL: Ubuntu-18.04  §° master* an © Qi

c @
s av
¥ 0 R B8 oz
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File

Edit Selection View Go Debug Terminal Help fSadmin [WSL: Ubuntu-18.04] - \,

PROBLEMS (4) OUTPUT  DEBUG CONSOLE  TERMINAL

aws_subnet.public-b: Refreshing state... [id=subnet-@a3a6@de4e624c322]
aws_subnet.private- Refreshing state... [id=subnet-075282aa2@b7cbe4a]
aws_subnet.public-a: Refreshing state... [id=subnet-073alc49f@efc007f]
aws_subnet.f5-management-b: Refreshing state... [id=subnet-81dbdb4b6f59fa65d]
aws_internet_gateway.gw: Refreshing state... [id=igw-©ca4881650d473b76]
aws_security_group.f5_management: Refreshing state. [id=sg-eeb3a27bda5e4c@5a]
aws_subnet.f5-management-a: Refreshing state... [id=subnet-8eb68f26d5bfeba2b]
aws_subnet.private-a: Refreshing state... [id=subnet-01d1969c@e4f12dbc]
aws_security_group.elb: Refreshing state [id=sg-@7f29efb6feedc7f4]
aws_route_table.rtl: Refreshing state. [id=rtb-049d20f4b17481123]
aws_main_route_table_association.association-subnet: Refreshing state... [id=rtbassoc-8803a@bf5b76f8c45]
aws_instance.example-a: Creating...

aws_instance.example-b: Creating...

.example-a: Still creating... [10s elapsed]
aws_instance.example-b: Still i elapsed]
aws_instance.example-a: Still i elapsed]
aws_instance.example-b: Still creating... [28s elapsed]
aws_instance.example-b: Still creating... [3@s elapsed]

.example-a: Still creating... [3@s elapsed]

.example-a: Creation complete after 31s [id=i-045@8ala92c3ddc15]

.example-b: Still creating... [4@s elapsed]
aws_instance.example-b: Creation complete after 41s [i -0d2bad3e9d6defaf6]
aws_elb.example: Creating...
aws_elb.example: Creation complete after 2s [id=tf-elb-studentfSlabdev]

Apply complete! Resources: 3 added, @ changed, @ destroyed.
Outputs:

AWS_CONSOLE_LINK = https://3466226"69392.sign1n.aws.amazon.com/console
AWS_PASSWORD = qVpcQCRXESKagpBjpiQeNEMo

AWS_USER = udf

elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.com
webl_address = 10.0.1.80

web2_address = 10.0.2.80

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101s [

X WSL:Ubuntu-1804 8 masterr & ®4AMo @ 01

Emo®FOR £ 0 09 D A

1/23/2020

Review the terraform output when complete. You can always get the terraform output details again by
invoking from the terminal:

terraform output

B

@
o

File Edit Selection View Go Debug Terminal Help f5admin [WSL: Ubuntu-18.047 -\ all 1CH7M59-0Sb443d3-6152-60043ackTats accessudffs.com & X7

PROBLEMS (4) OUTPUT  DEBUG CONSOLE  TERMINAL

f5admin@EC2AMAZ-0QBMC1S :~/f5agility20208-pc101$ terraform output
AWS_CONSOLE_LINK = https://3460226@9392.signin.aws.amazon.com/console
AWS_PASSWORD = qVpcQCRXE5KagpBjpiQeNEMo

AWS_USER = udf

elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.com
webl_address = 10.08.1.80

web2_address = 10.0.2.80

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pcio1$ ||

X WSL: Ubuntu-1804 8 masterr & ®4A0 @ 01

o}

5 € m o H 0 R g O

1/23/2020
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1.2 Deploying an F5 CloudFormation Template to AWS

Deploy an F5 CloudFormation template to AWS using the supporting AWS infrastructure and services
created in the previous lab.

1.2.1 F5 CloudFormation templates on Github

Open a new tab in the web browser. Click on the “PC101 AS3 Template” URL bookmar in the bookmark
toolbar. An AS3 Declaration is a single JSON-formatted file that defines your virtual server(s) and all ac-
companying configuration objects. Some interesting configuration objects are highlighted int the screenshot
below:

» We use AWS tags to lookup the application pool members dynamically. You do not hardcode the IP
addresses of pool members.

* An HTTP/2 profile is enabled.

» The Virtual Server Address is a “catch-all” wildcard address: 0.0.0.0/0.

Open another new tab in the web browser. Click on the “f5-aws-cloudformation” URL bookmark in the
bookmark toolbar. Supported F5 CloudFormation templates are hosted on the official F5 GitHub repo:
https://github.com/F5Networks/.

Scroll down and click on “Next”

GIP-Across-Az-Cluster-2nic-PAYG&itemplateURL=httpsi//f5-public-coud.s3amaz +=+ @ # Ineo e =

at master - FSNetworks/f5-aws-cloudformation - GitHub.

CloudFormation > Stacks )| Create stack

gl Create stack

Specify template

tep 2 Prerequisite - Prepare template
Specify stack details

Prepare template

ona template. I JSON or YAML file ormation about the You want to include in the stack.

step3
Configure stack options
© Template is ready Use a sample template Create template in Designer

Specify template
template is a JSON or YAML.

Template source
Selecting a template generates an Amazon 53 URL where it will be stored.

© Amazon S3 URL ‘ ‘ O Upload a template file

Amazon S3 URL

ic-bigip_v5.7.1.template

S3URL: https://f5-public-cloud.3. dsti k luster-payg-2nic-bigip_v5.7.1.template

Fill in the CloudFormation template parameters. Leave defaults where not explicitly called out below.
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https://github.com/F5Networks/

Parameter Value

NETWORKING CONFIGURATION

VPC (10.0.0.0/16)(ter-
raform_student@f5lab.dev)

Management Subnet AZ1 (10.0.101.0/24)(management)

Management Subnet AZ2 10.0.102.0/24)(management)

Subnet1 in AZ1

Subnet1 in AZ2

(
(10.0.1.0/24)(public)
(10.0.2.0/24)(public)

INSTANCE CONFIGURATION

BIG-IP Image Name

AdvancedWaf25Mbps

SSH Key

MyKeyPair-student@f5lab.dev

Source Address(es) for Management Access

0.0.0.0/0

Source Address(es) for Web Application Access (80/443) 0.0.0.0/0
NTP Server 0.pool.ntp.org
Timezone (Olson) UTC

BIG-IP Modules

ltm:nominal,avr:nominal

VIRTUAL SERVICE CONFIGURATION

AS3 Declaration URL

| https:/f5-public-cloud.s3.amazonaws.com/pc101_as3_template

> e 0 & hip t-2.console.aw formation/nome? west-2#/stacks/
@ Getting Strted ) Fs Networks Gitrub € Releoses- 5devcentrol €) - © vigip Sabdev Oid.. © )

Specify stack details

step1

Specify template

Step2 Stack name

Specify stack details

Stack name
BIGIP-Across-Az-Cluster-2nic-PAYG

ep
Configure stack options
Stack name can include letters (A-Z and a-2), numbers (0-9), and dashes (-)

Stapa

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

NETWORKING CONFIGURATION
VPC

Vpc-078b314202bbdfff7 (10.0.0.0/16) (terraform_student@f5lab.dev)

Management Subnet AZ1
™; tID

t Subnet |

(10.0.101.0/24)

Management Subnet AZ2
Management Subret ID

(10.0.102.0/24)

Subnet1 in AZ1
Public or External subnet

ack @ English (US)

i € m 8 =



mailto:terraform_student@f5lab.dev
mailto:terraform_student@f5lab.dev
mailto:MyKeyPair-student@f5lab.dev
https://f5-public-cloud.s3.amazonaws.com/pc101_as3_template

CloudFormation - Stack

<« c @ O & ntp: west-2. w formation/home?; w - 9w L n@D e

@ 3. Clos - 5 Public Clo. @ PCT01 AS3 Template 8 f5-aws-cloudformatio

upport ¥,

TAGS

Application
Name of the Application Tag

f5app

Environment
Name of the Environment Tag

f5env

Group
Name of the Group Tag

#5group
Owner
Name of the Owner Tag

f5owner

Cost Center
Name of the Cost Center Tag

f5costcenter

TEMPLATE ANALYTICS

Send Anonymous Template Statistics to F5
This deployment can send anonymous template statistics to FS to- help us determine how to improve our solutions. If you select **No** statistics are not sent.

Yes v

Send Anonymous Device Statistics to F5
hi y toF5 to help to improve our solutions. If you select **No** statistics are not sent.

Yes v

VIRTUAL SERVICE CONFIGURATION
AS3 Declaration URL

URL for the AS3 declaration JSON file to be deployed. Leave as **none** to deploy without a service configuration.

https://f5-public-cloud.s3.amazonaws.com/pc101_as3_template |

Cancel Next

Feedback  English (US) ¥ A a Privacy Policy  Ter

B & g

CloudFormation - Stack

“)> e © @ hitpsi/fus-west-2.consoleaw RS n o e
@ Getting Started ) Fs Networs - Gitrub € Releoses- 5devcentrol. ) = © vigipt sabdes 0. © o O

Services v Resource Groups v

Step3
Configure stack options owner student@fslab.dev

Stepa

Permissions.
Choose an 1AM role to explicitly define how CloudFormation can create, modify, or delete resources in the stack.If you dor' choose a role, CloudFormation uses permissions
based on your user credentials. Learn more.

1AM role - optional
Choose the 1AM role for CloudFormation to use for al operations performed on the stack.

1AM role name ¥ | ame v

Advanced options

You can set additional options for your stack, like notification options and a stack policy. Lear more 4

» Stack policy
Defines the You want ta protect during a stack update.
» Rollback configuration

to monitor when cre:

Specifyalarms for CloudForm: and updating the stack.f the operation breaches an alarm threshold, CloudFormation rols it back. Learn
more [

cation options

» Stack creation options

@ Feedback @ English (US) h yPolicy  Term:

10:17 AM
e m ) 5 s

020

Click on “Estimate cost”.
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CloudFormation - Stack

<« c @ O & ntp: west-2. le.aw formation/home?: v y - O W n o e

® Getting started ) Fs Networis Gitrub €9 Releases- 5devcentrol. ) o © vigip Sabdev Oid.. © )

Services v Resource Groups v

CloudFormation > Stacks > Create stack

it Review BIGIP-Across-Az-Cluster-2nic-PAYG

Specify template

Step 1: Specify template

Step2
Specify stack details Template
step3
Configure stack options Template URL

https://f5-cfts3. f5-existing-stack. luster-payg-2ni
stepa
Review Stack description

Template v5.2.1: AWS CloudFormation Template for creating a Across-AZs cluster of 2NIC BIG-IPs in an existing VPC “*WARNING** This template
creates Amazon EC2 Instances. You will be billed for the AWS resources used if you create a stack from this template.

Est 'mati cost [4
Step 2: Specify stack details

Parameters (22)

Q @
Key A Value v
Vpc VpC-078b314202bbdfff7
allowUsageAnalytics Yes
application f5app
biglpModules ltm:nominalavr:nominal
costcenter fScostcenter

Policy  Term:

® Fsedback (@ English (US)

10:17 AM

€ | x D,

You can estimate the cost of running this CloudFormation stack with the AWS Simple Monthly Calculator.
Review and close this screen.

Amazon Web Services Simple Mon

9 a f 7563-8601-4e5b-9311-78221107cb3a 8 9w In 0 ® &
@ Getting Started () F5 Networks - GitHub ) Releases - f5devcentral.. () e © bigelSabder 0id. © ©d. @
[We use cookies to provide and improve our services. By using our site, you consent to cookies. Learn More ’

S Language: [Engish |

=7 SIMPLE MONTHLY CALCULATOR Need Help? Watch the Videos or Read How AWS Pricing Works or Contact sales

Get Started with AWS: Learn more about our Free Tier or Sign Up for an AWS Account »

‘D FREE USAGE TIER: New Customers get free usage tier for first 12 months

Services Estimate of your Monthly Bill ($ 0.00) Common.
R Gu ool Eros e Giosd ub bowwlor's 13 e e ez pesamily mples
() 2o BosicComute Gl (hman £ 3 weh v ht v el computs cpacity 1 h i eiand 0ok wel Sl compuingssier o developrs Amazon i lock S ESS) prvids perstotsrsgs o Amazon €2 |‘cr ] e ton
prr
Amazon 53
SN Compute: Amazon EC2 Instances:
Amazon Route = i e Siing Option Worthly AwS Hastic
onat Cost Beanstalk
S
o W G T |
kSR ik son Marketing Web
‘Amazon RDS I
Elastic Load Compute: Amazon EC2 Dedicated Hosts: o La‘rqe( W?AH
ieaton
Balancing I o [secor ] s oe T | ol
Amazon e e |
o | e
o
Emancache
=" storage: Amazon E8S Volum .
Bmsen I e i | s I T e T v pe e Asplction
s | O [asdven sow =
“Aazon NS iy
gl’":‘xo" Compute: Amazon Elastic Graphics:
C | e S )|
ez | © |asd vow row
Werimeences
e
Worbocs
| e | Additional T2/T3 Unlimited vCPU Hours per month:
“aws prrectory
it For Linux, RHEL and SLES:
PR For Windows and Windows with El
o -
Redshift SOLMEE:
— Elastic 17
Glacier vl O Gkl
prem—r— ool time the aclifonal Fastic s
[l R e SR o e
“arazon SWE i

Total Non-attached time for al the

Scroll to the bottom of the CloudFormation template. Acknowledge that AWS CloudFormation might create
IAM resources and [Create stack].
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CloudFormation - Stack

<« c @ O & ntp: west-2. le.aw formation/home?: y - O W n o e

@ Getting Started ) Fs Networks Gitrub. €9 Releases- 5devcentrl., ) 5-cloud-iapps/fs-servo. @ bigiplfSlab.dev (0id . @ bigip2Slabdev Oid... ) f5-aws-cloudformati.

Services v Resource Groups v

Notification options

No notification options

There are no notification options defined

Stack creation options

Rollback on failure

Enabled

Timeout

Termination protection

Disabled

» Quick-create link

Capabilities

@ The following resource(s) require capabilities: [AWS::1AM:Role]

This template contains Identity and Access Management (IAM) resources that might provide entities access to make changes to your AWS account.
Check that you want to create each of these resources and that they have the minimum required permissi

acknowledge that AWS CloudFormation might create IAM resources]

fons.  Learn more:

Cancel

@ Feedback @ English (US)

e m® x ‘ e e

Policy  Term:

CloudFormatio

RN 0 & hitp 2.consoleaw 2 =arnsAaus?
@ Getting Sarted ) Fs Networis - Gitrub €) Releases- 5devcentrol. ) - © vigip1 Sabdev Oid.. © )

392%3Astack% Vo O n o e &N

Services v Resource Groups v

CloudFormation X CloudFormation > Stacks > BIGIP-Across-Az-Cluster-2nic-PAYG

BIGIP-Across-Az-Cluster-2nic-PAYG

Stacks Createstack v

Stack actions ¥ ‘

[ Stacks (1)

Stack details

Drifts Q Stack info Events | Resources | Outputs | Parameters | Template | Changesets
Stacksets Active v
Exports View nested
© u Events (42)
. BIGIP-Across-Az-Cluster-2nic-PAYG |a
Designer o L

2020.01-23 10:17:37 UTC-0500
(© CREATE_IN_PROGRESS

¥ CloudFormation registry

Resource types

Previous console

Feedback

@ Feedback @ English (US)

#« 2 3 € m

L)

Timestamp

2020-01-23 10:18:05 UTC-0500

2020-01-23 10:18:01 UTC-0500

2020-01-23 10:18:00 UTC-0500

2020-01-23 10:18:00 UTC-0500

2020-01-23 10:18:00 UTC-0500

2020-01-23 10:18:00 UTC-0500

2020-01-23 10:17:59 UTC-0500

2020-01-23 10:17:59 UTC-0500

2020-01-23 10:17:59 UTC-0500

2020-01-23 10:17:59 UTC-0500

2020-01-23 10:17:58 UTC-0500

2020-01-23 10:17:58 UTC-0500

Logical ID
S3Bucket
Bigip1VipEipAddress

bigipSecurityGroupIngressConfi
gSync

Bigip2subnet1Az2SelfEipAddre
ss

bigipSecurityGroupIngressConfi
gSync

bigipSecurityGroupIngressConfi
gSync

Bigip1ManagementEipAddress

Bigip1subnet1Az1SelfEipAddre
ss

BigipzManagementEipAddress
Bigip1Managementinterface
Bigip1Managementinterface

bigipSecurityGroupIngressMana

1.3 Explore the AWS Virtual Private Cloud

Status

(© CREATE_COMPLETE

© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
® CREATE_IN_PROGRESS
® CREATE_IN_PROGRESS
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
® CREATE_IN_PROGRESS
® CREATE_IN_PROGRESS

(© CREATE_COMPLETE

Status reason

Resource creation Initiated

Resource creation Initiated

Privacy Policy  Term.

10:18 AM

s

The F5 environment will be ready to protect our web applications shortly. In the meantime, let’s explore
the AWS Virtual Private Cloud we've created to familiarize ourselves with some basic AWS networking

concepts.
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1.3.1 Explore AWS Environment

Services => VPC => Your VPCs. A VPC (Virtual Private Cloud) was created by Terraform. All of our
supporting infrastructure will run inside this VPC.

vpes| VPC Management C

i c @ O & ntipsy/ 2 le.aw P 2#vp =Vpcld - 9w n @ ®
@ Getting Started () F5 Networks - GitHub € Releases - f3deveentral.. €) P © bigiplfilab.dev Did.. @ ©id.. €

Services v Resource Groups v

VPC Dashboard P Actions v )

Filter by VPC:
Q Selecta VPC Q Filter by tags and attributes or search by

jord 1to10f1

Sl Private @  Name ~| vPCID ~ state - IPV4CIDR | IPV6 CIDR (Network Border Group, | DHCP options set Main Route table Main Network ACL Tenancy - DefaultVPC -
Cloud @ teraform s vpc-078b3142020bdf7  available  100.0.016 - dopt-027e24a2cad632712 1tb-040d2074D17481123 | Defa...  ach-09d4a72d5ac86bes4 default No

Your VPCs.

Subnets

Route Tables,

Internet Gateways.

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints
Endpoint Services
NAT Gateways

Peering Connections

Security
Network ACLS = 2
VPC: vpc-078031420200df1T7 &
Security Groups Le B s
Description CIDR Blocks Flow Logs Tags
Virtual Private P 2 2
Network (VPN)
VPCID  vpc-078b314202bbelfi7 Tenancy  default
Customer Gateways State  available Default VPC  No
Virtual Private 1Pva CIDR - [N Classic link  Disabled
Gateways 1Pv6 CIDR (Network Border - IPV6 Pool -
Group)
Site-to-Site VPN -
Conmetois: DNS resolution  Enabled Network ACL  ach09d4a72d5ac86bes4
v DNS hostnames ~ Enabled DHCP options set  dopt-027e24a2cad632712 3
@ Feedback @ English (US) Se Inc. or its affiliates. All right Privacy Policy ~ Terms of Use

10:19 AM

5 6 = 2 B ( = s 12300

Services => VPC => Internet Gateways. An Internet Gateway was created to allow instances in our VPC to
connect to the Internet.

Internet Gateways | VPC Manac X [

“)> e © & https:/fus-west-2.console.aw P/ 2#ign RS noe &% =
@ Getting arted ) Fs Networs Gitkub € Releases- 5devcentrol ) - © vigipt siabdev 0id.. © o Q

Services v Resource Groups v

Filter by VPC:
Q selecta VPC Q Filter by tags and attributes or search by keyword 1to1of1
- - @  Name ~| D - state vPC ~ Owner -

Virtual Private

Cloud @ intemetgat . igw-0cad881650d attached vpc-078D314202 346022609392

Your VPCs

Subnets.

Route Tables,
Internet Gateways.

Egress Only Interet
Galeways

DHCP Options Sets
Elastic IPs

Endpoints [N
Endpoint Services

NAT Gateways

Peering Connections

Security
Network ACLs
Internet gateway: igw-0cad8816500473b76

Security Groups A G

. Description Tags
Virtual Private . <
Network (VPN)

1D igw-0cad8B16500473676 Attached VPC D vpc-078b314202bbdff7 | terraform_student @flab. dev

Customer Gateways State  attached Owner 346022609392

Virtual Private
Gateways
Site-to-Site VPN
Connections

@ Feedback @ English (US)

€ m H =

Services => VPC => Subnets. Terraform created management and traffic subnets (both public and private)
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across two Availability Zones: us-wesst-2a and us-west-2b.

Subnets [ VPC Management - X [N

6 c @ O & htip: west-2. le.aw P = -9 n o e
@ Getiing Started ) F5 Networks - GitHub () Releases - f5devcentral... €) pp: ® bigipfSlab.dev Oid .. @ od.. O

Services v Resource Groups v

VPC Dashboard . Actions v o & e

Filter by VPC:
Q selecta VPC Q Filter by tags and attributes or search by keyword 1t060f6
Virtiai Brivate Name ~| SubnetiD < state - VPC ~ IPVACIDR - | Available IPv4~ | IPV6 CIDR Availability Zone~ | Availability Zone ID ~ | Network Border Gr~ Route table
Cloud private Subnet-0141969¢004f12dbe available  vpc-078b3142020baffT7 | 100100024 251 - Us-west-2a usw2-az2 us-west-2 1D-049d2014b1748112
Your VPG management  subnet-01dbdb4b6T5OfaE5d available  vpc-078b3142020baffT7 | 10.0.102.0/24 250 . Us-west-20 usw2-az1 us-west-2 D-04902014b1748112
| subnets public Subnet-073a1c4910€fc0071 available  vpc-078b3142020baffT7 | 10.0.1.0124 247 - Us-west-2a usw2-az2 us-west-2 D-04902014b1748112
Hi—— private Subnet-075282aa20b7cb04a  available  vpc-078D314202bDGffT7 | 10.0.2000/24 251 - Us-west-2 usw2-az1 us-west-2 1D-04902014b1748112
oute Tables
public subnet-0a3a60dede624c322  available  vpc-078D314202bDdffT7 | 10.0.2.0124 247 - Us-west 20 usw2-az1 us-west-2 1D-04902014b1748112
Intemet Gateways
g @ management  subnet-0en68f26dSbiebaZb available  vpc-07803142020bdM7 | .. 10.0.101.0724 250 = us-west-2a usw2-az2 us-west-2 1D-049d2014b1748112
Egress Only Interet
Gateways
DHCP Options Sets
Elastic IPs
Endpoints
Endpoint Services
NAT Gateways
Peering Connections
Security
Network ACLS < >
SSesinly rongs Subnet: subnet-0eb68126d5bTebazh mEE
Virtual Private Description Flow Logs Route Table Network ACL Tags Sharing
Network (VPN)
SubnetID  subnet-0ebG8i26d5biebazh State  available
Customer Gateways VPC  vpe-0786314202bbdf7 | terraform_student@lab.dev IPVACIDR  10.0.101.0/24
Tt ET Available IPvA Addresses 250 PV CIDR -
Gateways Availability Zone  us-west-2a (usw2-az2) Network Border Group  us-west-2 )
Site-to-Site VPN Route Table  tb-043d2014b17481123 | Default Network ACL ~ acl-09d4a72d5ac86besd
Connections Default subnet  No Auto-assign public IPv4 address  Yes
i v Auto-assign IPvG address  No OutpostID - [y
@ Feedback @ English (US) ffliates. Al righ yPolicy  Terms

T019AM
Y 4 o de 1o

020

Services => VPC => Elastic IPs. Elastic IPs are public IP addresses assigned to the management and
traffic interfaces of the F5 Virtual Editions deployed.

Elstic IPs | VPC Management « X [

DENE © & https:/fus-west-2.console.aw P 2 ~Pubiclp -9 o e
@ Getting Started ) Fs Networs Gitkub € Releases- 5devcentrol. ) = © vigip sabdes 0. © )

Services v Resource Groups v

VPC Dashboard P Actions v )

Filter by VPC:
Q selecta VPC Q Filter by tags and attributes or search by jord 1to50f5
VitialBrivate Name ~ | Elastic IP < AllocationID - Instance -~ Private IP addrest- | Scope ~ AssociationID - Network Border Grou|~ | Network Interface ID ~ | Network Interface Owi
Cloud 34.215.219.51 eipalloc-03a364f4... - 10.0.2.40 vpe elpassoc-0e1068. uswest-2 €ni-0f037b4721d143bbf 346022609392
FaurVECS 4423114669 eipalloc-0510adg0... - 10.0.102.232 vpe eipassoc-045¢185...  us-west-2 eni-03111d1632d5d4a23 346022609392
o 4423146113 eipalloc-Oegfeatt... - 10.0.1.33 vpe eipassoc-020021 us-west-2 eni-02182b1051ea226ee 346022609302

LN 4423276.46 eipalioc-01b5aid6... - 10.0.101.169 vpe eipassoc-001066...  uswest2 eni-01125f0a0r20ater 346022609302
Route Tables

54.70.100.164 eipalloc-0be518b... - 10.0.1.248 vpe elpassoc-08de2d. us-west-2 eni-02182b1051ea226ee 346022609392
Intemet Gateways
Egress Only Ineret
Gateways
DHCP Options Sets
Elastic P
Endpoints
Endpoint Services
NAT Gateways
Peering Connections
Security
Network ACLs < 2
i Cisine Address: 44.232.76.46 _J_]-]
Virtual Private Description 205
Network (VPN) . 5
> Elastic IP 442327646 Allocation ID eipalloc-01b5id68130999

Customer Gateways Address Pool  amazon Instance -
Virtual Private Private IP address  10.0.101.169 Scope  vpc
Gateways Association ID  eipassoc-0d106675ab3e9fdsa Network Border Group  us-west-2
e Public DNS - Network interface 1D eni-01125f0a0f20a‘ef
Connections Network interface owner 346022609392
@ Feedback @ English (US) yPolicy  Terms

€ m o 4 B, (5]

Services => VPC => Security Groups. Security Groups are stateful port filters applied to either instances
or network interfaces.
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Security Groups | VPC Manage: X [

©)> e
@ Gettingstoted QVF5

© & hiip west-2 Je.aws

Networs GitHub€) Reeases-fsdevcental.. €

Services v

Resource Groups v

1 Slbdev 0d.. ©

-9 n o e

VPC Dashboard

e Create security group [ IIRg
«

o # 0
Filter by VPC:
Q selecta VPG Q Filter by tags and attributes or search by keyword 1to7of7
o - Name ~ | Group ID < GroupName - VPCID - Type Description owner
Virtual Private 1 = uie b
Cloud 5g-007394214374. f5_data Vpc-0780314202b...  EC2-VPC Managed by Terra... 346022609392
Yaur VACS 59-00ab404bc3a0...  default Vpe-078b314202b...  EC2-VPC default VPC secur... 346022600302
S 5g-00p3a27bdabe... f5_management Vpc-0780314202b...  EC2-VPC Managed by Terra... 346022609392
et 50-012204050€0d... terraform-example... Vpc-078b314202b..  EC2-VPC Managed by Terra... 346022600392
oute Tables
Bigip Management Security Gr... ~ 5g-04ce530880cd...  BIGIP-ACross-Az-..  Vpc-0780314202b... EC2VPC BIGP manageme... 346022600392
Intemet Gateways
g @  Bigip External Security Group:B...  5g-0560e270316¢... BIGIP-ACroSS-Az...  Vpc-0780314202b... EC2VPC Pubiic orexternal i 346022600302
Egress Only Interet - 5 5
s sg terr: P vpe: EC2.VPC Managed by Terra... 346022600392
DHCP Options Sets
Elastic P
Endpoints
Endpoint Services
NAT Galeways. Security Group: sg-056de270316ea8bc RN =}
Peering Connections ——
Description inbd"na Rules | | Outbound Rules Tags
Security
| Editrutes |
Network ACLs
Security Groups Type Protocol (1) Port Range (1) Source (i) Description (1)
i X HTTP Tcp 80 0.0.0.0/0
Virtual Private
Network (VPN) Custom TCP Rule TCP 4383 5g-056de270316ea8bc
Customer Gateways Customn UDP Rule upP 1026 5g-056de270316ea8bc1
Virtual Private
Gateways HTTPS Tcp 443 0.0.0.0/0
Site-to-Site VPN
Connections
v
= = e

@ English (US)

6 m ®

y Policy

o4 ‘mzww =

020

Terms of Use

©)> e
@ Gettng stoted Q)65

© & hiip west-2 Je.aws

Networs Gitrub €) Reeases-fsdevcental.. €

1 Slbdev 0d.. ©

Services v

Resource Groups

VPC Dashboard

2 Create security group [T
«

o # 0
Filter by VPC:
Q selecta VPC Q Filter by tags and attributes or search by keyword 1to70f7
o - Name ~ Group ID < GroupName - VPCID - Type Description owner
Virtual Private i & i e
Cloud $9-007304214374...  15_data Vpc-078b314202b...  EC2-VPC Managed by Terra... 346022600302
Yaur VACS 50-00ab404bc3a0. . default Vpc-078b314202b...  EC2-VPC default VPC secur... 346022600392
A sg-00b3a27bdaSe...  f5_management Vpe-078b314202b...  EC2-VPC Managed by Terra... 346022600392
. 50-012204050¢0d... terraform-example... Vpc-078b314202b..  EC2-VPC Managed by Terra... 346022609392
oute Tables
@  Bigip Management Security Gr...  5g-04ce53b880cd...  BIGIP-ACTOSS-AZ...  Vpc-0780314202b... EC2VPC BIGP manageme... 346022600302
Intemet Gateways
o Bigip External Security Group:B...  5g-056de270316e... BIGIP-ACross-AZ-..  Vpc-0780314202b... EC2VPC Public or external .. 346022600392
Egress Only Intemet = ) »
e sg terr: P vpe: EC2.VPC Managed by Terra... 346022600392
DHCP Options Sets
Elastic IPs
Endpoints
Endpoint Services
NAT Gateways Security Group: sg-04ce53b880cd526c2 [_N -} =}
Peering Connections ——
Description Inbound Rules | | Outbound Rules Tags
Security |
| Editrutes |
Network ACLS
Security Groups Type (D Protocol (i) PortRange (i) source (] Description (i)
i X SSH TP 2 00.0.0/0
Virtual Private
Network (VPN) HTTPS TCP 443 0.0.0.0/0
Customer Gateways HTTPS Tcp 243 5g-056de270316€a8bc 1

Virtual Private
Gateways

Site-to-Site VPN
Connections

@ Feedback

@ English (US)

€ m

Policy  Terms of Use

4 ‘mzww o

020

Services => CloudFormation. The CloudFormation Stack “BIGIP-Across-Az-Cluster-2nic-PAYG” will quickly
show status of “CREATE_COMPLETE”
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CloudFormation - Stack

<« @ O & ntp: west-2. le.aw formation/home?: v ks?filtering Text=&il false - 9w n o e

@ Getting Sarted ) Fs Networs Gitrub €9 Releases- 5devcentrol ) = © vigip Sabdev Oid. © )

Services v Resource Groups v

CloudFormation x CloudFormation > Stacks
Stacks Stacks (1) Create stack ¥
StackSets
Q Active v [[©Vicenesea 1 ®

Exports

Stack name Status Created time Description
Designer

BIGIP-Across-Az-Cluster-2nic-PAYG © CREATE_COMPLETE 20200123 10:17:37 UTC-0500  Template v5.2.1: AWS CloudFormation Template for creating a Across-AZs cluster of 2NIC BIG-IPs in an exis...

¥ CloudFormation regi

Resource types

Previous console

Feedback

@ Feedback @ English (US) yPolicy  Term:

€ mo x Do 2 O

Services => EC2 => Instances. Two example NGINX web servers were deployed: web-az1 and web-az2.
The “findme : web” tag will be used later in the lab so that our F5 Virtual Edition can auto-discover its pool
members.

Instances | EC2Management ¢ X [

< ¢ @ 0 & nup: west-2. le.aw 2, 7 v - 9% o e

@ Getting Started ) Fs Networs Gitrub €9 Releases- 5devcentrol. ) o © vigipt Sabdev Oid.. © )

Services v Resource Groups v

@ New EC2 Experience Launch Instance Connect | Actions v
Tell us vt you thinke Ao % e

1todof4

EC2 Dashboard new A Q Filter by tags and attributes or search by keyword Q

Events
Name ~ | Instance ID 4| Instance Type - Availability Zone - Instance State - Status Checks - Alarm Status | PublicDNS (IPvd) -~ IPvd PubliclP - | IPv6IPs - KeyName - | Monitoring ~ Launc

Tags
@  webazi -04508a1a92c3ddc15  t2.micro us-west-2a @ running @ 22 checks None ec2-34-213-157-237 us-.. 34.213.157.237 = MyKeyPair-stu. . disabled Januan
Reports

BigIP2: BIGI i-051c921412a56340  mS xlarge us-west-2b running Z Initializing None ec2-44-231-146-69 us-. 44.231146.69 B MyKeyPair-stu.  disabled Januan

Limits

L]
web-az2 i-0d2b4d3e9d6deffs  t2.micro us-west-2b @ running @ 272 checks None. ec2-62-1146-223 us-we...  52.11.46.223 - MyKeyPair-stu... disabled Januan
L

Y ANSTANCES Big/P1: BIGL..  1-0e30/0962dEbSS7  mé.xarge us-west-2a running Z hitializing  None N ec24422T646usw... 442327646 E MyKeyPair-stu... disabled Januan

Instances
Instance Types
Launch Templates wew
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts
<

[nstance: i-04508a1a92c3ddc15 (web-az1

Scheduled Instances

_J-_R=}

Capacity Reservations

¥ IMAGES Status Checks
AMIs
Bundle Tasks Add/Edit Tags
 ELASTIC BLOCK
STORE eyl valuel
Volumes Hide Column
Snapshots Nrere ] Show Column
Lifecycle Manager
+ NETWORK &
SECURITY

Security Groups

Elastic IPS wew

@ Feedback @ English (US) yPolicy  Term:

10:22AM

e m o : Dy |

The “Big-IP1” and “Big-IP2” F5 instances are still “Initializing” and will come online shortly.
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x |3

Instances | EC2 Management

<« c @

@ Getting Started ) Fs Networks Gtk €) Releass - 5devcentrl

Services v

© & hiip west-2. le.aw 2,

1Sl

(3] Pp

Resource Groups v

® b

Oid.. & ©id

(5]

- @

n o e

@ New EC2 Experience

Tell us what you thinke
EC2 Dashboard new A
Events
Tags
Reports
Limits

¥ INSTANCES
Instances
Instance Types
Launch Templates wew
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances
Capacity Reservations

¥ IMAGES

AMIs

Bundle Tasks

ELASTIC BLOCK

STORE

Volumes

Snapshots

Lifecycle Manager

NETWORK &
SECURITY

«

Security Groups

Elastic IPS wew

@ Feedback

Launch Instance Connect || Actions v

ord

Q Filter by tags and attributes or search by ke,

Name ~ | Instance ID < Instance Type ~ Availability Zone - | Instance State - | Status Checks - | Alarm Status | Public DNS (IPve) - | IPv4 Public P
web-azi 104508a1202c3ddc15  2micro us-west-2a @ rnning © 22checks .. None Y ec232134570us. 34213457237
BigIP2: BIGI i-051c921412a5534e0  mS xlarge us-west-2b @ running Z Initializing None Y  ec2-44-231-14669 us- 44.231146.69
web-az2 -0d2b4d3e906ef0f6  t2.micro us-west-2b @ running © 22checks .. None Y ec252-1146-223uswe.. 521146223
@ BiglP1:BIGL -0e30f09b2df5b557 ‘mS.xlarge us-west-2a @ running u None. Y ec244-232T6-46.usw... 44.232.76.46
<
Instance: | (Big-P1: G)  Elastic IP: 54.70.100.164
Descripion || Status Checks || Monitoring || Tags || Usage Instructions
Add/Edit Tags
Key Value
Application Happ
Costeenter fcosteenter
Environment fenv
Group HBgroup
Name BigIP1: BIGIP-Across Az Cluster 2nic-PAYG
Owner fBowner

aws:cloudformation-logical-id

@ English (US)

Bigiptinstance

A O # 0
[>] 1todof4

< IPv6IPs ~ KeyName - Monitoring - | Launc

. MyKeyPair-stu...  disabled January

- MyKeyPair-stu...  disabled January

- MyKeyPair-stu_..  disabled Januan

E MyKeyPair-stu... [l disabled Januan

>

_J_N =]
Show Column
Show Column
Show Column
Show Column
Hide Column
Show Column
Show Column

y Policy

Term:

10:22AM

5}

53]

e m = 95 2y

Services => CloudFormation => Stacks => “BIGIP-Across-Az-Cluster-2nic-PAYG” => Events. When you
deploy via CloudFormation template, all of the steps to build the F5 in AWS environment are recorded as

CloudFormation Events.

CloudFormation - Stack BiGIP- X [iSH

<« c @

@ Getting Started () F5 Networks - GitHub ) Releases - f3deveentral.

Services v

O @ hip: 2 Je.aws

Resource Groups

1l

(0id

- tackld=

R

arn%3Aav

n o e

CloudFarmation X

Stacks
Stack details
Drifts

StackSets

Exports

Designer

¥ CloudFormation registry

Resource types

Previous console

Feedback

CloudFormation > Stacks

[ Stacks (1)
Q
Active

@ View nested 1

BIGIP-Across-Az-Cluster-2nic-PAYG

BIGIP-Across-Az-Cluster-2nic-PAYG

BIGIP-Across-Az-Cluster-2nic-PAYG
2020.01-23 10:17:37 UTC-0500
© CREATE_COMPLETE

[ velete |[ update || stackactions v |[ createstack v
Stack info ‘ Events ‘ Resources | Outputs | Parameters Template Change sets
Events (74) @
[a 1 s @
Timestamp v Logical ID Status Status reason

@ Feedback @ English (US)

s

2020-01-23 10:21:29 UTC-0500

2020-01-23 10:21:25 UTC-0500

2020-01-23 10:21:10 UTC-0500

2020-01-23 10:21:08 UTC-0500

2020-01-23 10:21:03 UTC-0500

2020-01-23 10:20:47 UTC-0500

2020-01-23 10:20:45 UTC-0500

2020-01-23 10:20:36 UTC-0500

2020-01-23 10:18:36 UTC-0500

2020-01-23 10:18:36 UTC-0500

2020-01-23 10:18:36 UTC-0500

2020-01-23 10:18:35 UTC-0500

igip1instance
Bigip1Instance

bigipServiceDiscoveryProfile

igip1ManagementEipAssociati
on

Bigip1VipEipAssociation

Bigip1subnet1Az1SelfEipAssoci
ation

bigipServiceDiscoveryProfile

(© CREATE_COMPLETE
(© CREATE_COMPLETE
(® CREATE_IN_PROGRESS
(® CREATE_IN_PROGRESS
© CREATE_COMPLETE
(® CREATE_IN_PROGRESS
(® CREATE_IN_PROGRESS
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE

(® CREATE_IN_PROGRESS

Resource creation Initiated

Resource creation Initiated

Resource creation Initiated

y Policy

T ds

Term:

10:25AM
1/23/2020

The CloudFormation template created a pair of F5 Virtual Edition instances

resources. All of the resources created by CloudFormation are recorded here.

and many other supporting
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CloudFormation - Stack BiGIP- X [iSH

<« c o © & hp: 2 le.aws Y t-2 ks/resources?ilteringText=. = falseBstackld=arm%3A - O moes& =
1 5abdey (Oid. @ ©d.. €

@ Getting started () Fs Networs Gitkub €9 Releases- 5devcentrol. ) -

Services v Resource Groups v

CloudFormation X CloudFormation > Stacks > BIGIP-Across-Az-Cluster-2nic-PAYG

Stackinfo | Events | Resources | Outputs | Parameters | Template | Changesets
S [ Stacks (1)

Stack details

Drifts 2
Resources (24)
StackSets Active v
Exports © View nested 1 Q. Search resource ®
Do BIGIP-Across-Az-Cluster-2nic-PAYG ° Logical ID A PhysicallD v Type v status v Status reason v
2020.01-25 10:17:37 UTC-0500
© CREATE_COMPLETE Bigip 1instance i-0e3f0f09b2df5b557 [ AWS:EC2:Instance © CREATE_COMPLETE -
v CloudFormation registry Bigip1ManagementEipAddress 442327646 [4 2:EIP © CREATE_COMPLETE =
Resource types e
aw ip d 2:EIPAssociation (© CREATE_COMPLETE -

n

Bigip1Managementinterface eni-01125ff0a0f20aef [4 AeeECE Ntttk © CREATE_COMPLETE B

Bigip 1VipEipAddress 54.70.100.164 [4

2:EIP (© CREATE_COMPLETE -
Previous console

Bigip 1VipEipAssociation eipassoc-08de2d863df8ca0db AWS:EC2:EIPASsociation (© CREATE_COMPLETE -
Feedback

2EC2:Networkinterf
Bigip 1subnet1AzlInterface eni-02182b1051ea226ee [4 sl © CREATE_COMPLETE R

S'w15"""9"“‘52”5"’"“'“ 4423146113 [4 AWSZEC2:EIP (© CREATE_COMPLETE B

BigiptsubnetiAziSelfEipAssocia oo doazasoctat

2:EIPAssociation © CREATE_COMPLETE -

tion
Bigip2Instance 1-051c92141225534¢0 [4 AWSZEC2:Instance © CREATE_COMPLETE -
Bigip2ManagementEipAddress 4423114669 [ 2:E1P © CREATE_COMPLETE £
:'g"’ZME"EQE'“E"(E‘MSS”('EW eipassoc-045c185215dabbadb 2:EIPAssociation (© CREATE_COMPLETE R

AWS::EC2::Nety kinterf
Bigip2Managementinterface eni-0311fdf632d5d4a23 [2 i hoiss (© CREATE_COMPLETE .

ace (e
@ Feedback @ English (US) 202 c. orits affiiate g Privacy Policy ~ Terms o

o B £ m ® ® ) o 4 ‘wz M

The CloudFormation stack will compute output attributes and report them here. What's the public man-
agement IP addresses URL for Big-IP1? What is the Virtual Server Elastic IP address? These sorts of
questions can be answered by querying the CloudFormation stack outputs. We make use of this useful
convenience in a future lab section.

CloudFormation - Stack BiGIP- X [iSH

<« e @ O & hip 2 console.aw 2 fi =falsefistackld=arn
1 45iab.dev (0id .. © ©d.. O

-9 noen

@ Getting Started ) Fs Networs - Gitrub € Releases- 5devcentrol. ) -

CloudFormation X CloudFormation > Stacks > BIGIP-Across-Az-Cluster-2nic-PAYG

BIGIP-Across-Az-Cluster-2nic-PAYG Delete | [ Update | [ stackactions v | [ createstack v |

Stacks

[ Stacks (1)

Stack details

e Q Stack info Events | Resources | Outputs | Parameters | Template | Changesets N
Stacksets Active v
Exports © View nested .

Outputs (22)

Designer BIGIP-Across-Az-Cluster-2nic-PAYG ° Q ®

20200123 1017:37 UTC.0500
© CREATE cOMPLETE

Key A Value v Description v Exportname v
¥ CloudFormation registry
Resource types Bigip 1ExternallnterfacePrivatelp 100133 Internally routable IP of the public interface on BIG-IP -
Bigip Tinstanceld -0e3f0f09b2df5b557 Instance Id of BIG-IP in Amazon -
Bigip 1ManagementEipAddress 44232.76.46 IP address of the management port on BIG-IP -
Bigip 1Managementinterface eni-01125ff0a0f20aef Management interface ID on BIG-IP -
Previous console
Bigip 1ManagementinterfacePrivatelp 10..101.169 Internally routable IP of the management interface on BIG-IP -
Feedback
Bigip 1Url https://44.232.76.46 BIG-IP Management GUI -
Bigip 1VipEipAddress http://54.70.100.164:80 EIP address for VIP -
Bigip 1VipPrivatelp 100.1.248 VIP on External Interface Secondary IP 1 -
Bigip 1subnet1Az1Interface eni-02182b1051ea226ee External interface Id on BIG-IP -
Bigip 1subnet1Az1SelfEipAddress 4423146113 IP Address of the External interface attached to BIG-IP -
Bigip2ExterallnterfacePrivatelp 100.2.40 Internally routable IP of the public interface on BIG-IP -
Bigip2Instanceld i-051¢921412a55340 Instance Id of BIG-IP in Amazon -
Bigip2ManagementEipAddress 44.231.146.69 IP address of the management port on BIG-IP -

@ Feedback @ English (US) s al s. Allights yPolicy  Terms

H S m 9 B R Da

CloudFormation parameters will report on the values fed into the CloudFormation template. Look here to
confirm a value or when you suspect an error/typo and want to confirm.
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CloudFormation - Stack BiGIP- X [iSH

S5 c @ O & hip: 2 le.aw /i 2 fi
@ Getting Started () F5 Networks Githiub € Releases - fsdevcentrl.. () - © bigip! fSlab.dev 0id.. © ©d.. €

- @

Services v Resource Groups v

CloudFormation X CloudFormation > Stacks > BIGIP-Across-Az-Cluster-2nic-PAYG

Stacks B Stacks (1) BIGIP-Across-Az-Cluster-2nic-PAYG ‘ Delete H Update H Stack actions ¥ H Createstack ¥

Stack details

(P Q Stack info Events | Resources | Outputs | Parameters | Template | Changesets
StackSets Active v
Exports © View nested .

Parameters (22)

Designer BIGIP-Across-Az-Cluster-2nic-PAYG ° Q ®

2020.01-23 10:17:37 UTC-0500
© CREATE_COMPLETE

Key A Value v Resolved value v
¥ CloudFormation registry
Resource types Vpe Vpc-078b314202bbdfff7 B

allowUsageAnalytics Yes -
application f5app -
biglpModules ttm:nominal;avr:nominal -

Previous console
costcenter fScostcenter -

Feedback
customimageld OPTIONAL -
declarationUrl none -
environment fSenv -
group. f5group -
imageName AdvancedWaf25Mbps -
instanceType mS.xlarge -
managementSubnetAz1 subnet-0eb68f26d5bfeba2b -
managementSubnetAz2 subnet-01dbdb4b6f59fa65d -

@ Feedback @ English (US)

OB € | B

“)> e 9 & hip 2.console.aw t-2#/stacks/t f tackid=arm®3 RS noe &% =
@ Getting Started ) Fs Networs - Gitrub € Releses- 5devcentrol. ) - © vigip Sabdev Oid.. © o O

CloudFormation x CloudFormation > Stacks > BIGIP-Across-Az-Cluster-2nic-PAYG

BIGIP-Across-Az-Cluster-2nic-PAYG [ vetete | [ update

Stacks

[ Stckactons v | [ createstock v

[ Stacks (1)

Stack details

N Q Stack info Events | Resources | Outputs | Parameters | Template Change sets
StackSets Active v
Exports © View nested ,

8 BIGIP-Across-Az-Cluster-2nic-PAYG
Designer )
2020-01-23 10:17:37 UTC-0500

© CREATE_COMPLETE

“ASTenplateFornatversion”; *2010-09-69",
“Conditions™
¥ CloudFormation registry “noCustonlmageld": {
“Fn: :Equals™: [
Resource types “OPTIONAL",

"Ref": “customImageld”

¥
1
1.
“optin": {
“Fn::Equals”: [
“Yes,
Previous console {
“Ref": “allowUsageAnalytics”
b

Feedback ]

N
"UsePUbLicIP™: {
“Fn::Equals”: [

“Yes",
“Ref": “provisionPublicIp"
1
1
¥
"Description”: "Template v5.2.1: AWS CloudFormation Template for creating a Across-AZs cluster of 2NIC BIG-IPs in an existing VPC **WARNING®* This template

EC2 Instances. You will be billed for the AWS resources used if you create a stack from this template.”,

‘AdvancedhiaF1000Hbps”
‘AdvancediiaF16vCPU
‘AdvancediiaF200Hbp:
‘Advancedilaf25Hbp:
dvancediafaucp!

@ Feedback (@ English (US)

e =

Policy  Terms

)

>

1.4 F5 Admin SSH and Configuration Utility (WebUI) Access

Configure admin SSH and Configuration Utility (WebUI) access to the F5 Virtual Editions. Retrieve infor-
mation about our deployment using CloudFormation outputs.
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1.4.1 Check status of F5 instances before proceeding.

From the AWS Web Console => Services => EC2 => INSTANCES => Instances. Select the Big-IP1...
Select the “Status Check” tab below.

Instances | EC2 Management - X [

< ¢ @ 0 & nup: west-2. le.aw 2, 7 -9 % o e =

@ Getting Started ) Fs Networs Gitrub € Releases- 5devcentrol. ) = vigipl Slsb.dev (0. © o O

Services v Resource Groups v

@ New EC2 Experience Launch Instance Connect | Actions v
Tell us what you thinke Ao % e

EC2 Dashboard new A Q Filter by tags and attributes or search by keyword (2] 1todofd

o « Name ~ | Instance ID < Instance Type ~ Availability Zone - | Instance State ~ | Status Checks - | Alarm Status | Public DNS (IPve) - | IPva PubliclP  ~  IPv6IPs ~ KeyName - Monitoring | Launc

L web-azt 104508a1292c3ddc15  t2micro us-west-2a @ running © 22checks .. None Y ec23421315723Tus-.  34.213.157.237 ) MyKeyPair-stu...  disabled Januany

LSl BiglP2 BIGL..  1051c921412a86340  mb.xlarge us-west-2b @ running © 22checks .. None 244231146695 44.231.146.69 : MyKeyPair-stu...  disabled January

o= web-az2 i0d2b4d369d6def06  t2.micro us-west-2b @ running © 22checks .. None 2521146223 us-we...  52.11.46.223 - MyKeyPair-stu...  disabled January
¥ INSTANCES @ BigP1:BIGL. i-0e30f09b2diEbS57  mS.xarge us-west-2a @ running © 212 checks None. % ec244232T6d6usw...  44.232.76.46 - MyKeyPair-stu_. [ disabled Januan

Instances

Instance Types

Launch Templates wew

Spot Requests

Savings Plans

Reserved Instances

Dedicated Hosts

Scheduled Instances < s

Capacity Reservations Instance: | (Big-P1: G)  Elastic IP: 54.70.100.164 _J_]=]
¥ IMAGES Description || Status Checks || Monitoring || Tags || Usage Instructions

AMIs

Status checks detect problems that may impair this instance from running your applications. Leamn more about status checks
Bundle Tasks

Create Status Check Alarm
 ELASTIC BLOCK

STORE
Volumes System Status Checks ( Instance Status Checks (i
Snapshots These checks monitor the AWS systems required to use this instance and ensure they are functioning properly. These checks monitor your software and network configuration for this instance

Lifecydle Manager istem reachability check passed} Instance reachabillty check passed

Additional Resources
 NETWORK &

SECURITY ‘Submit feedback if our checks do not reflect your experience with this instance o if they do not detect the issues you are having
Security Groups Please note that we will not respond to customer support issues reported via this form. Please post your issue on the Developer Forums or contact AWS Support if you need technical assistance vith this instance.

Elastic IPS new

yPolicy  Term:

@ Feedback @ English (US)

10:27 AM

) . Da |

From the AWS Web Console => Services => EC2 => INSTANCES => Instances. Select the Big-IP2...
Select the “Status Check” tab below.

Instances | EC2 Management

> e © & https:/fus-west-2.console.aw ) 2 " n o e
@ Getting started ) Fs Networs Gitrub €9 Releases- 5devcentrol, ) - © vigip Sabdev Oid.. © )

Services v Resource Groups v

@ New EC2 Experience B
e i Launch Instance Connect | Actions A O % @

EC2 Dashboard new A Q Filter by tags and attributes or search by keyword 2] 1to4of4
Events . N .
« Name ~ | Instance ID < Instance Type ~ Instance State v | Status Checks ~ Alarm Status | PublicDNS (IPuf)  ~ | IPvAPubliclP - IPv6IPs ~ KeyName - Monitoring - | Launc
Tags
web-azt 104508a1292c3ddc15  t2micro us-west-2a @ running © 22checks .. None 234213167237 us-...  34.213.167.237 E MyKeyPair-stu...  disabled January
Reports
B @ BigP2BIGL.  051c921412a5624e0  mbxdarge us-west2b @ running © 22checks .. None % ec244231146-69.us- 44.231.146.69 - MyKeyPair-stu... [ disabled Januany
Limits
web-az2 i0d2b4d369d6ef0fs  t2.micro us-west-2b @ rnning © 22checks .. None % ec2f21146223uswe... 621146223 E MyKeyPairstu...  disabled January
v INSTANCES BigIP1: BIGI 1-0e3f0f09b24EbS57 mS xlarge us-west-2a @ running @ 22 checks None Y ec244-2327646.usw. 44.232.76.46 E MyKeyPairstu... ~ disabled Januan
Instances
Instance Types
Launch Templates wew
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances < 2
Capacity Reservations Instance: | -051cs: (Big-P2: G)  Elastic IP: 44.231.146.69 _J_]=]
¥ IMAGES Description || Status Checks || Monitoring || Tags | Usage Instructions
AMIs
Status checks detect problems that may impair this instance from running your appiications. Learn more about status checks
Bundle Tasks
Create Status Check Alarm
 ELASTIC BLOCK
STORE
Volies System Status Checks ( Instance Status Checks (i
Snapshots These checks monitor the AWS systems required to use this instance and ensure they are functioning properly. These checks monitor your software and network configuration for this instance
LN tem reachabiliy check Instance reachability check passed
Additional Resources
NETWORK &
v
SECURITY Submit feedback if our checks do not reflect your experience with this instance or if they do not defect the issues you are having
Security Groups Please note that we will not respond to customer support issues reported via this form. Please post your issue on the Developer Forums or contact AWS Support if you need technical assistance with this instance.

Elastic IPS wew

@ Feedback @ English (US) s affiliates. All rights

: € m o
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Attention: Ensure both the System Status Checks and the Instance Status Checks have passed (green
font) before proceeding.

1.4.2 Create terraform data resource to read CloudFormation outputs.

From the Visual Studio Code Terminal, enable the f5-cft-outputs.tf terraform file.

mv f5-cft-outputs.tf.zzz f5-cft-outputs.tf

> File Edit Selection View Go Debug Terminal Help : Tcf7459-b5bA-43 3ach1a15.access.udf.f5.com

@ PROBLEMS (B) OUTPUT  DEBUG SOLE  TERMINAL

f5admin@EC2AMAZ -0QBMC1S : ~/f5agilit 101$ mv f5-cft-outputs.tf.zzz f5-cft-outputs.tf
f5admin@EC2AMAZ-0QBMC1S : ~/f5agili pclel$

X WSL: Ubuntu-1804 8 masterr & ®s5AM0 @ 01
= o 5 € B O ¥ O6R £ / ek 5]

terraform init

’terraform init

terraform validate

’terraform validate
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) File Edit Selection View Go Debug Terminal Help £ TS UDINTU=To R = PRUaT S aIo Tt

PROBLEMS (8) OUTPUT  DEBUG CONSOLE  TERMINAL

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-p $ terraform validate
Success! The configuration is valid.

f5admin@EC2AMAZ-0QBNC1S : ~/f5agili s 1

X WSL: Ubuntu-1804 8 masterr & ®s5AM0 @ 01
EmO 5 @ 0 O

1/23/2020

terraform plan

terraform plan -var 'bigip_admin_password=f5letmeln’

») File Edit Selection View Go Debug Terminal Help 1\ Pl 1CHHSOBSAASEBISZb0Aach a5 acessudtfbcom T X T

PROBLEMS (8) OUTPUT  DEBUG CONSOLE  TERMINAL 1: terraform

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101$ terraform plan -var 'bigip_admin_password=f5letmelin’
Refreshing Terraform state in-memory prior to plan...

The refreshed state will be used to calculate this plan, but will not be

persisted to local or remote state storage.

& O O

aws_cloudwatch_log_group.log-group: Refreshing state... [id=studentf5labdev]
aws_vpc.terraform-vpc: Refreshing state... [i pc-078b314202bbdfff7]
data.aws_cloudformation_stack.f5-cluster-across-az-ha: Refreshing state...
aws_cloudwatch_log_stream.log-stream: Refreshing state... [id=log-stream]
data.aws_network_interface.bigip2_traffic: Refreshing state...
data.aws_network_interface.bigipl_traffic: Refreshing state...
aws_security_group.instance: Refreshing state... [id=sg-0122d4059e@dfdabl]
aws_internet_gateway.gw: Refreshing state... [id=igw-@ca4881650d473b76]
aws_subnet.f5-management-a: Refreshing state... [id=subnet-8eb68f26d5bfeba2b]
: Refreshing state... [id=subnet-073alc49f@efce07f]
1L . [id=subnet-075282aa20b7cbe4a]
aws_subnet.public-b: Refreshing state... [id=subnet-@a3a6@de4e624c322]
aws_security group.elb: Refreshing state... [id=sg-@7f29efb6f@edc7f4]
aws_subnet.f5-management-b: Refreshing state. [id=subnet-81dbdb4b6f59fa65d]
aws_security_group.f5_management: Refreshing stgte. . [id=sg-@@b3a27bda5e4c@5a]
aws_security_group.f5_data: Refreshing state.
aws_subnet.private- Refreshing state... [id=subnet-01d1969c@e4fi2dbc]
aws_route_table.rtl: Refreshing state... [id=rtb-049d20f4b17481123]
nstance.example-b: Refreshing state. i -0d2b4d3e9d6defef6]
i -84508al1a92c3ddc15]
aws_main_route_table_association.association-subnet: Refreshing state... [id=rtbassoc-8803a@bf5b7
aws_elb.example: Refreshing state... [id=tf-elb-studentf5labdev]

B 5
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terraform apply

terraform apply -var 'bigip_admin_password=f5letmeln' -—-auto—-approve

32



>J File Edit Selection View Go Debug Terminal Help 459-b5D4-43d3-b152-b9043ach 1a15.access.udf.f5.com

PROBLEMS (8) OUTPUT  DEBUG CONSOLE  TERMINAL 1: terraform

f5admin@EC2AMAZ-0QBMC1S :~/f5agility2020-pc101$ terraform apply -var 'bigip_admin_password=f5letmeln' -auto-approve
data.aws_cloudformation_stack.f5-cluster-across-az-ha: Refreshing state...
aws_cloudwatch_log_group.log-group: Refreshing state... [id=studentf5labdev]
aws_vpc.terraform-vpc: Refreshing state... [i pc-078b314202bbdfff7]
aws_cloudwatch_log_stream.log-stream: Refreshing state... [id=log-stream]
data.aws_network_interface.bigip2_traffic: Refreshing state
data.aws_network_interface.bigipl_traffic: Refreshing state
aws_security_group.elb: Refreshing state... [id=sg-07f29efb6f@edc7f4]
aws_security_group.f5_management: Refreshing state... [id=sg-@@b3a27bda5e4c@5a]
aws_internet_gateway.gw: Refreshing state... [id=igw-©ca4881650d473b76]
aws_subnet.private- Refreshing state... [id=subnet-01d1969c@e4f12dbc]
aws_subnet.private- Refreshing state... [id=subnet-075282aa2@b7cbe4a]
aws_subnet.f5-management-b: Refreshing state... [id=subnet-01dbdb4b6f59fa65d]
aws_subnet.public-a: Refreshing state... [id=subnet-073alc49f@efc007f]
aws_subnet.f5-management-a: Refreshing state... [id=subnet-8eb68f26d5bfeba2b]
aws_subnet.public-b: Refreshing state... [id=subnet-@a3a6@de4e624c322]
aws_security_group.f5_data: Refreshing state... [id=sg-0073942f4374a6075]
aws_security_group.instance: Refreshing state.
aws_route_table.rtl: Refreshing state... [i

nstance.example-a: Refreshing state
aws_instance.example-b: Refreshing state
aws_main_route_table_association.association-subnet: Refreshing state... [id=rtbassoc-©803a@bf5b78f8c45]
aws_elb.example: Refreshing state... [id=tf-elb-studentf5labdev]
null_resource.ecdsa_certs: Creating
null_resource.ecdsa_certs: Provisioning with *local-exec’
null_resource.ecdsa_certs (local-exec): Executing: ["/bin/sh" reate-ecdsa-certs.sh"]
null_resource.ecdsa_certs: Creation complete after 1s [id=6009194551436473692]
data.template_file.postman: Refreshing state...
local_file.postman_rendered: Creating...
local_file.postman_rendered: Creation complete after @s [id=ef73f99af84af8el7cel137952ad@74ef1158a26b]
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File Edit Selection View Go Debug Terminal Help 71459-D5bA-43d3-b152-b9043ac61a15.access udt.f5.com

PROBLEMS (& QUTPUT  DEBUG CONSOLE ~ TERMINAL

Apply complete! Resources: 2 added, @ changed, @ destroyed.
Outputs:

AWS_CONSOLE_LINK = https://346022609392.signin.aws.amazon.com/console

AWS_PASSWORD = qVpcQCRXESKaqpBjpiQeNEMo

AWS_USER = udf

BIGIP-Across-Az-Cluster-2nic-PAYG_outputs =
"BigiplExternalInterfacePrivateIp” = "10.0.1.33"
BigiplInstanceIld -0e3fofe9b2df5b557
BigiplManagementEipAddress 4.232.76.46™
BigiplManagementInterface” eni-01125ffea@f20alef”
BigiplManagementInterfacePrivateIp "10.0.101.169"
BigiplUrl" = "https://44.232.76.46"
BigiplVipEipAddress http://54.70.100.164:80"
BigiplvipPrivatelIp' 0.0.1.248"
BigiplsubnetlAzlInterfac eni-82182b1651ea226ee”
Bigiplsubnet1Az1SelfEipAddress” 44.231.46,113"
"Bigip2ExternalInterfacePrivatelp 10.0.2.40"
"Bigip2InstanceId" 1-051c921412a5534e0
Bigip2ManagementEipAddress 4.231.146.69"
Bigip2ManagementInterface” eni-0311fdf632d5d4a2
Bigip2ManagementInterfacePrivateIp
"Bigip2Url" = "https://44.231.146.69
"Bigip2subnet1lAz2Interface" 0f937b4721d143bbf"

Bigip2subnet1Az2SelfEipAddress™ = "34.215.219.51"

availabilityZonel" us-west-2a

availabilityZone2" us-west-2b"

bigipExternalSecurityGroup g-056de270316ea8bcl"

"bigipManagementSecurityGrou g-04ce53b880cd526¢c2"

elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.com
webl_address = 10.0.1.80

é’?}' web2_address = 10.0.2.80
f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc1o1$ ||

X WSL: Ubuntu-1804  §° masterr © ®540
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1.4.3 SSH to Big-IP1 and Big-1P2

Run the create-ssh-to-bigip-alias.sh shell script to create convenient command aliases for bigip1 and bigip2.

source create-ssh-to-bigip-alias.sh
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PROBLEMS (8) OUTPUT  DEBUG CONSOLE  TERMINAL

f5admin@EC2AMAZ -0QBMC1S : ~/f5agility20. 1$ . create-ssh-to-bigip-alias.sh
f5admin@EC2AMAZ-0QBMC1S : ~/f5agility. pclelis

X WSL: Ubuntu-1804 8 masterr & ®s5A0 @ 01
@ o 5 €6 MY ¥ OR £ RO B D

Confirm the bigip1 and bigip2 aliases were created.

type bigipl
type bigip2

\| File Edit Selection View Go Debug Terminal Help

@ PROBLEMS (5) OUTPUT  DEBUG CONSOLE  TERMINAL

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc10l$ type bigipl

bigipl is aliased to “ssh -i ./MyKeyPair-student@f5lab.dev.pem admin@${BigiplManagementEipAddress}"'
f5admin@EC2AMAZ-OQBMC1S : ~/5agility2020-pc101$ type bigip2

bigip2 is aliased to “ssh -i ./MyKeyPair-student@f5lab.dev.pem admin@${Bigip2ManagementEipAddress}'
f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc1o1$ ||

X WSL: Ubuntu-1804  §° masterr & ®5A0 e 01
s € m Y X 606R £ WO g OO
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SSH to Big-IP1 to confirm state and change the admin password.




Attention: Ensure the system status prompt is either Active or Standby before proceeding. All other
status prompts indicate the system is not ready. Use the screenshots as a guide.

bigipl

Acknowledge the ssh remote host when prompted “Are you sure you want to continue connecting (yes/no)?”

yes

modify auth user admin password f5letmeln
modify /sys global-settings gui-setup disabled
save /sys config

quit

) File Edit Selection View Go Debug Terminal Help k. = UY = D152 D03k atsaccess uar-3.com

@ PROBLEMS (8) OUTPUT  DEBUG CONSOLE  TERMINAL

f5admin@EC2AMAZ-OQBMC1S : ~/f5agility2026-pc101$ bigipl
Last login: Thu Jan 23 15:30:14 2020 from 18.237.234.127
hdmin@(ip-10-0-101-169) (cfg-sync In Sync)(ModuleNotLicensed::Active)(/Common)(tmos)# I

X WSL: Ubuntu-1804 8 masterr & ®s5A0 @ 01
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PROBLEMS (8) OUTPUT  DEBUG CONSOLE  TERMINAL

f5admin@EC2AMAZ-OQBMC1S : ~/f5agility2020-pc101$ bigipl

Last login: Thu Jan 23 15:30:14 2020 from 18.237.234.127

admin@(ip-10-8-101-169) (cfg-sync In Sync)(ModuleNotLicensed::Active)(/Common)(tmos)# modify auth user admin password f5letmeln
admin@(ip-10-0-101-169) (cfg-sync Changes Pending)(ModuleNotlLicensed::Active)(/Common) (tmos)# I

X WSL: Ubuntu-1804 8 masterr & ®s5A0 @ 01
" Lo 5 6 B ¥ O6R £ ; (2 ]

* 1/23/2020

SSH to Big-IP2 to confirm state and change the admin password.

Attention: Ensure the system status prompt is either Active or Standby before proceeding. All other
status prompts indicate the system is not ready. Use the screenshots as a guide.

bigip2

Acknowledge the ssh remote host when prompted “Are you sure you want to continue connecting (yes/no)?”

yes

modify auth user admin password f5letmeln
modify /sys global-settings gui-setup disabled
save /sys config

quit
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PROBLEMS (B) OUTPUT  DEBUG CONSOLE  TERMINAL

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc161$ bigip2

The authenticity of host '44.231.146.69 (44.231.146.69)' can't be established.

ECDSA key fingerprint is SHA256:+X2/Ik6opJ]8j86GrmB/ME6dSWj8UivEWSTtWIEZYNHS .

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '44.231.146.69' (ECDSA) to the list of known hosts.

admin@(ip-10-0-102-232) (cfg-sync In Sync)(ModuleNotLicensed{:Standby)(/cammon)(tmos)# modify auth user I

X WSL: Ubuntu-1804 8 masterr & ®s5A0 @ 01
@ o 5 €6 m® ¥ OR £ 1 O B D

1.4.4 Configuration Utility (WebUI) HTTPS access to Big-IP1 and Big-1P2
We need the management address to connect to the Configuration utility (WebUI). Invoke terraform output
and look for:

Bigip1Url

Bigip2Url

terraform output
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PROBLEMS (8) OUTPUT  DEBUG CONSOLE  TERMINAL

f5admin@EC2AMAZ-OQBMC1S :~/f5agility2020-pc101$ terraform output
AWS_CONSOLE_LINK = https://346022609392.signin.aws.amazon.com/console
AWS_PASSWORD = qVpcQCRXESKagpBjpiQeNEMo
AWS_USER = udf
BIGIP-Across-Az-Cluster-2nic-PAYG_outputs = {
"BigiplExternalInterfacePrivateIp” = "10.0.1.33"
"BigiplInstanceId" = "i-@e3fefegb2df5b557"
"BigiplManagementEipAddress" = "44.232.76.46"
"eni-@1125ff@a@f20alef"
"10.0.101.169"

"http://54.70.100.164:80"
"10.0.1.248"
= "eni-@2182b165lea226ee"
igiplsubnet1Az1SelfEipAddress” 44.231.46.113"
"Bigip2ExternalInterfacePrivateIp” = "10.0.2.40"
"Bigip2InstanceId"” “i-851c921412a5%34e6"
"44.231.146.69"
"eni-8311fdf632d5d4a23"
"Bigip2ManagementInterfacePrivateIp” = "10.6.102.232"
igip2url" = "https://44.231.146.69"

"us-west-2b"
"bigipExternalSecurityGroup" = "sg-856de270316ea8bcl”
"bigipManagementSecurityGroup" "sg-04ce53b880cd526c2"

elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.com
webl_address = 10.0.1.80

web2_address = 10.6.2.88

f5admin@EC2AMAZ-OQBMC1S : ~/f5agility2026-pcl

L
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From the Visual Studio Code Terminal, Ctrl + click to follow link for “BigIP1Url” =

) File Edit Selection View Go -  fSadmin [WSL: Ubuntu-1} T Rl S T ccessudtfScom TR X £ca SRl © i< Brovsing > s
—p R py— + 08§ v x @ ‘Q search with Google or enter address mo® & =
@ lllntr @ Getting Started ) FS Networks - GitHub €) Releases - Sdevcentral.. () s © bigiplSlabdev (0id.. © bigip2.flab.dev (Did »
f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101$ terraform output
/C) AWS_CONSOLE_LINK = https://346022689392.signin.aws.amazon.com/console
AWS_PASSWORD = qVpcQCRXE5KagpBjpiQeNEMo
AWS_USER = udf
3_9 BIGIP-Across-Az-Cluster-2nic-PAYG_outputs = {
3 igiplExternalInterfacePrivateIp E1otes1Naas
igiplInstanceId" -0e3f0fe9b2df5b557"
_@_ igiplManagementEipAddress” "44.232.76.46"
igipiManageme "~ '~ " " 1-01125ff@a@f20alef"
3gipiManageme Ctrl + dlick tofollow link Tp=" 16 o 101.169"
Bg_! "https://44.232.76.46"
ttp://54.70.100.164:80"
10.0.1.248"
[ ni-02182b1051ca226ec” |tiia *
=@ igiplsubnet1Az1SelfEipAddres 44.231.46.113" n Do you want Code to open the external website?
igip2ExternalInterfacePrivateIp” 10.0.2.40 hitps//44232.76.46/
L¥] igip2InstanceId" -051c921412a5534e0"
N "44.231.146.69" Copy | | Cancel | | Configure Trusted Domains
ni-@311fdf632d5d4a23"
Bigip2ManagementInterfacePrivateIp” "10.0.102.232"
igip2Url" = "https://44.231.146.69"
Bigip2subnetlAz2Interface™ eni-0f937b4721d143bbf"
igip2subnet1Az2SelfEipAddres 34.215.219.51"
availabilityZonel" = “us-west-2a"
vailabilityZone2" "us-west-2b"
bigipExternalSecurityGroup" sg-056de270316ea8bcl”
"bigipManagementSecurityGroup"” "sg-04ce53b880cd526c2"
}
elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.co
m
webl_address = 10.0.1.88
web2_address = 10.0.2.88
f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pclels [|
X WSL: Ubuntu-18.04 £ master* <& ®5A0
=

We are using self-signed certificates in the lab. Bypass the TLS warnings. “Accept the Risk and Continue”.
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f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101$ terraform output
AWS_CONSOLE_LINK = https://346022689392.signin.aws.amazon.com/console
AWS_PASSWORD = qVpcQCRXESKagpBjpiQeNEMo
AWS_USER udf
BIGIP-Across-Az-Cluster-2nic-PAYG_outputs = {
"BigiplExternalInterfacePrivateIp" "10.0.1.33"
igiplInstanceId" -0e3f0fe9b2df5b557"
"44.232.76.46"
ni-@1125ffeadf20alef”
BigipiManagementInterfacePrivateIp” = "10.6.101.169"

R % g v O

http://54.7@.100.164:80"
10.0.1.248"
BigiplsubnetlAzlInterface™ = "eni-02182b105lea226ee"
igiplsubnet1Az1SelfEipAddres 44.231.46.113"

6]

Bigip2ExternalInterfacePrivateIp” = "10.0.2.40" Waming: Potentia| SeCUrity Rlsk Ahead

igip2InstanceId" -851c921412a5534e0"
= "44.231.146.69"

ni-@311fdf632d5d4a23"
Bigip2ManagementInterfacePrivateIp"” = "10.0.102.232"
igip2Url" = "https://44.231.146.69"
igip2subnet1Az2Interface™ = “"eni-0f937b4721d143bbf"
igip2subnet1Az2SelfEipAddres 34.215.219.51"
vailabilityZonel" = "us-west-2a"
vailabilityZone2" us-west-2b"

L ¢

Leam more..

Firefox detected a potential security threat and did not continue to 44.232.76.46. If you visit this site, attackers
could try to steal information like your passwords, emails, or credit card details.

igipExternalSecurityGroup" = "sg-056de276316ea8bcl”
igipManagementSecurityGroup "sg-84ce53b880cd526c2"

elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.co certificate that is not valid for 44.232.76.46.
L

webl_address = 10.8.1.88
web2_address = 10.0.2.88
f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc1e1s$ [| jView, Certinicate

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

§° masterr & ®5A0
me "ol £ 0N @ x

Login to the Big-IP1 Configuration Utility (WebUI):
Username: admin

Password: f5letme1n

52-b9043ac6lal5accessudffscom - & X X | ) PrivateB,

%) File Edit Selection View Go -  fSadmin [WSL: Ubuntu-1}

Cc @ © &£ htips;//44.232.76.46/tmui/loginjsp
PROBLEMS (5 OUTPUT ~ TERMINAL -+ 1: bash
iliisdainy @ Getting Started ) F5 Networks - GitHub ) Releases - Sdevcentral.. () e

Websites prove their identity via certificates. Firefox does not trust this site because it uses a

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101$ terraform output

AWS_CONSOLE_LINK = https://346022689392.signin.aws.amazon.com/console

AWS_PASSWORD = qVpcQCRXE5KagpBjpiQeNEMo

AWS_USER = udf

BIGIP-Across-Az-Cluster-2nic-PAYG_outputs = {
igiplExternalInterfacePrivateIp” = "10.0.1.33"
BigiplInstanceId" = "i-@e3fefe9b2df5b557"
igiplManagementEipAddress” '44.232.76.46"
BigiplManagementInterface™ = “"eni-01125ff@a@f20alef"

igiplManagementInterfacePrivatelp "10.0.101.169"
"https://44.232.76.46"
igip1VipEipAddress ttp://54.70.100.164:80"

F5 Nef

ni-@2182b1851ea226ee"

Hostname

BIG-IP tion Utility

Welcome to the BIG-P Configuration Uiy

BigiplsubnetlAz1SelfEipAddress"” = "44.231.46.113" 1p-10-0-101-189.us-
igip2ExternalInterfacePrivateIp” "10.0.2.40" west-2.compute.internal Log in with your username and password using the fields on the left
igip2InstanceIld"” = "i-051c921412a5534e0" 1P Address.
igip2ManagementEipAddress” 44,231.146.69" 10.0.101.169
igip2ManagementInterface™ = "eni-@311fdf632d5d4a23" Usemame
igip2ManagementInterfacePrivatelp i admin
igip2Url" = "https://44.231.146.69" o— 03
igip2subnet1Az2Interface ni-8f937b4721d143bbf" [
igip2subnet1Az2SelfEipAddress” = "34.215.219.51" it
vailabilityZonel" us-west-2a"
vailabilityZone2" = "us-west-2b"
igipExternalSecurityGroup” sg-056de270316ea8bcl"
) S I R AR = P R R (©) Copyright 1996-2019, F5 Networks, Inc., Seatle, Washington. All ights resenved.
S Networks, Inc. LegalNotices

elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.co
m

webl_address = 10.08.1.88

web2_address = 10.0.2.80

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pclels [|

E

X WSL: Ubuntu-18.04 £ master* & ®@5A0
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Look in the upper-left-hand corner. Note whether this is the active or standby unit.
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PROBLEMS (5 OUTPUT  TERMINAL 1: bash

Hosiname.
P Address.

&

Vead statistics

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101$ terraform output
AWS_CONSOLE_LINK = https://346022689392.signin.aws.amazon.com/console
AWS_PASSWORD = qVpcQCRXESKagpBjpiQeNEMo
AWS_USER = udf
BIGIP-Across-Az-Cluster-2nic-PAYG_outputs = {
"BigiplExternalInterfacePrivateIp" = "10.0.1.33"
"BigiplInstanceId" 0e3f0fe9b2df5b557"
"BigiplManagementEipAddress" = "44.232.76.46"
"BigiplManagementInterface™ eni-01125ff0a@f20alef"
BigipilManagementInterfacePrivatelp
BigiplUrl" = "https://44.232.76.46
BigiplVipEipAddres http://54.70.100.164:80"
"BigiplVipPrivateIp" "16.0.1.248"
"BigiplsubnetlAzlInterface™ eni-02182b1051ea226ee™
BigiplsubnetlAz1SelfEipAddress 44.231.46.113"
Bigip2ExternalInterfacePrivateIp” = "10.0.2.40"
Bigip2Instanceld 1-851¢921412a5534e0
"Bigip2ManagementEipAddress" = "44.231.146.69"
"Bigip2ManagementInterface™ eni-0311fdf632d5d4a23"
"Bigip2ManagementInterfacePrivatelp "10.06.102.232"
"https://44.231.146.69"
Bigip2subnetlAz2Interface™ eni-0f937b4721d143bbf"
=R8345215:219.51 %

10.0.101.169
PO (AcTve)
fin Sync]

]
[[Provisioning Warning}

Dashboard
Hodule Statistics

Performance Reports
(3 e

@ LocarTamc

(7%) Acceleration

Device Management
. Shared Objects

2 Network

System

"bigipExternalSecurityGroup'
bigipManagementSecurityGroup

sg-056de270316ea8bcl"
"sg-04ce53b880cd526c2
elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.co
m

webl_address = 10.8.1.88

web2_address = 10.0.2.80

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc1e1s$ [|

E

X WSL: Ubuntu-18.04 £ master* & ®@5A0

em " oR £ % O

® BiGpo -ip-

© & o https://44.232.76.46/xui/2nocache= 1579793

@ Getting tarted ) Fs Networks Gitru €9 Releses- 5devcentra, ) e

G+
1 Slbdey 0d.. ©

ip-10-0-101-169.us-west-2.compute.nternal - - admin

Role Adminstrator

Setup

Support

User Documentation
Technical documentation for ths product, including user
quides and release notes, is available on the Ask F5
Technical Support web site.

« User Documentation
Preferences

On the System Preferences screen, you can customize
the general preferences for the Configuration Utlity

« System Preferences
Additional Setup Options
Use the following addiional configuration opiions fo
refine the system setup, once you have initially
configured he system using the Setup Uiy

« System Device Cerlificate

DS

« NTP.

- ShwP

« User Authentication
Setup Utility

Run the Setup Utiity again to make changes to basic
device seffings and standard network configuration.

« Run the Setup Utity
« Run Config SynciHA ity

Ask F5
Ask F5 features quick solutions to technical questions,
product manuals, release notes, an online support case
generator, and general information about F5 Networks
and products. Ask F5 provides unlimited access to all
customers covered under an F5 senice agreemen

« Visit AskFS

Deployment Guides
5 deployment guides provide detailed configuration
quidance on how to implement integration or
interoperabilty solutions for specific applications.

* Visit Deployment Guides

DevCentral

DevCentral provides network administrators and
application developers with extensive tools, tips,
techniques, and community resources designed o
‘speed iControl development and act as a forum to share:
best practices.

« Visit DevCentral

Modules

F5 BIG-IP evices are a modular system, so you can add

cessary to quickly adapt to changing
application and business needs. Modules include
options for acceleration, securit, and other application
delivery solutions

« Visit BIGIP Modules

Plug-ins

Downloads

Agents

SNMP MIBs

‘The following agents provide additional
Microsoft® Windows Server® platforms.

From the Visual Studio Code Terminal, Ctrl + click to follow link for “BiglP2Url” =

File Edit Selection View Go

<

f5admin [WSL: Ubuntu-1 R i

<« c @

@ Getting torted € F5 Networks G

PROBLEMS (B) OUTPUT  TERMINAL 1: bash + 0O &

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101$ terraform output
AWS_CONSOLE_LINK = https://346022689392.signin.aws.amazon.com/console
AWS_PASSWORD = qVpcQCRXE5KagpBjpiQeNEMo
AWS_USER = udf
BIGIP-Across-Az-Cluster-2nic-PAYG_outputs = {
"BigiplExternalInterfacePrivateIp" = "10.0.1.33"
"BigiplInstanceId" i-@e3fefeob2df5b557"
"BigiplManagementEipAddress '44.232.76.46"
eni-@1125ffeaef2ealef

P Address 10.0.101.169

&

Statistics

1 onue (cive)
Syme

1 Provisioning Warning

Dashboard

Module Statstics
Performance Reports
http://54.70.160.164:80" 3 hovs
"10.0.1.248"
eni-@2182b1051ea226ee”
44.231.46.113"
Bigip2ExternalInterfacePrivateIp” 10.8.2.4
"Bigip2Instanceld" = "i-©51c921412a5534e0"
"Bigip2ManagementEipAddres: 44.231.146.69"
Bigip2Manageme "™ *  ~ " i-@311fdf632d5d4a23"
Bigip2Manageme Ctrl + click to follow link 1, SHL R e s
Bigip2ur 'https://44.231.146.69"
"Bigip2subnetlAz2Interface™ = "eni-0f937b4721d143bbf"
"Bigip2subnetlAz2SelfEipAddress" 34.215.219.51"
"availabilityZonel" = “us-west-2a"
"availabilityZone2 us-west-2b"
bigipExternalSecurityGrou sg-056de270316ea8bcl”
"bigipManagementSecurityGroup" = "sg-@4ce53b880cd526c2"
}
elb_dns_name =
m
webl_address = 10.0.1.80
web2_address = 10.0.2.88
f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pclels [|

Visus! Studio Code
n Do you want Code to open the external website?
e/ /44231.146.69/

Cancel

Configure Trsted Domains
5 Wetwork

System

tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.co

3

X WSL: Ubuntu-18.04 £ master* & ®5A0

€ movorm ol £ % 0N

© & o https://44.232.76.46/xui/Inocache=1579793;
itub ) Releases -fsdevcentral.. ()

® sicpo-ip

The all SNMP.
WIBS related!o the BIG-P system,

- @ty
Sl dev 0id.. @

moen =
©id »

Hosiname Ip-10-0-101-169.us-west-2.compute.nternal

Statistics » Welcome

Setup

Support

User Documentation
Technical documentation for this product, including user
quides and release notes, is available on the Ask F5
Technical Support web site.

« User Documentation

Preferences

On the System Preferences screen, you can customize
the general preferences for the Configuration Utlity

« System Preferences

Additional Setup Options
Use the following additional configuration options to
refine the system setup, once you have intially
configured the system using the Setup Utiity

« System Device Certicate

DNS
TP
NP

« User Authentication

Setup Utility

Run the Setup Utiity again to make changes to basic
device seffings and standard network configuration.

« Run the Setup Utiity
« Run Config SynclHA Uity

Ask F5
Ask F5 features quick solutions to technical questions,
product manuals, release notes, an online support case
generator, and general information about F5 Networks
and products. Ask F5 provides unlimited access to all
customers covered under an F5 senice agreement

« Visit AskFS

Deployment Guides
5 deployment guides provide detailed configuration
quidance on how to implement integration or
interoperabilty solutions for specific applications.

* Visit Deployment Guides

DevCentral

DevCentral provides network administrators and
application developers with extensive tools, tips,
techniques, and community resources designed to
‘speed iControl development and actas a forum to share:
best practices.

« Visit DevCentral

Modules

F5 BIG-IP evices are a modular system, so you can add
new functions as necessary to quickly adapt to changing
application and business needs. Modules include
options for acceleration, securit, and other application
delivery solutions

« Visit BIGIP Modules

Plug-ins

Downloads

Agents

SNMP MIBs

‘The following agents provide additional
Hicrosoft® Windows Server® platforms.

The all SNMP.
WIBS relatedto the BIG-IP system,

We are using self-signed certificates in the lab. Bypass the TLS warnings. “Accept the Risk and Continue”.
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X

& erning:pote X [IRH = @

Private Brow

) File Edit Selection View Go -~  fsadmin [WSL: Ubuntu-1 R ) e

c @ © & hitps//44.231.146.69 -9 mnoen =

PROBLEMS (8) OUTPUT TERMINAL - | 1:bash + O & v X
ity @ GetingStarted ) Fs Networks Gitrub €) Releses - 5devcentral. € - T € TR o

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101$ terraform output
AWS_CONSOLE_LINK = https://346022689392.signin.aws.amazon.com/console
AWS_PASSWORD = qVpcQCRXESKagpBjpiQeNEMo
AWS_USER udf
BIGIP-Across-Az-Cluster-2nic-PAYG_outputs = {
"BigiplExternalInterfacePrivateIp" "10.0.1.33"
igiplInstanceId" -0e3f0fe9b2df5b557"
"44.232.76.46"
ni-@1125ffeadf20alef”
BigipiManagementInterfacePrivateIp” = "10.6.101.169"

& O O

B

http://54.7@.100.164:80"

10.0.1.248"
BigiplsubnetlAzlInterface™ = "eni-02182b105lea226ee"
igiplsubnet1Az1SelfEipAddres 44.231.46.113"
Bigip2ExternalInterfacePrivateIp"” = "10.0.2.40" Waming: Potentia| SeCUrity Rlsk Ahead
igip2InstanceId" -051c921412a5534e0"

= "44.231.146.69"
ni-@311fdf632d5d4a23"

Bigip2ManagementInterfacePrivateIp” = "10.0.102.232"
igip2url" = "https://44.231.146.69" .
igip2subnet1Az2Interface™ = “"eni-0f937b4721d143bbf"
igip2subnet1Az2SelfEipAddres 34.215.219.51"
vailabilityZonel" = "us-west-2a"
vailabilityZone2" us-west-2b"
igipExternalSecurityGroup" = "sg-056de276316ea8bcl”
igipManagementSecurityGroup "sg-04ce53b880cd526c2"

4 §]

Firefox detected a potential security threat and did not continue to 44.231.146.69. If you visit this site, attackers
could try to steal information like your passwords, emails, or credit card details.

Advanced...

Websites prove their identity via certificates. Firefox does not trust this site because it uses a
elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.co certificate that is not valid for 44.231.146.69,

L

webl_address = 10.8.1.88

web2_address = 10.0.2.88

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc1e1s$ [| iew Cotincate

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

§° masterr O @5A0
me " oNR £ 0N @ x

Login to the Big-IP2 Configuration Utility (WebUI):
Username: admin

Password: f5letme1n

E 4 . " - 2] £1 cC =1 f e Brow & BIG-I -ip- =
%) File Edit Selection View Go -  fSadmin [WSL: Ubuntu-1} 2 bI0aSacelatsaccessudtscom T — E X rivate Brov ®ecpe-ip1 X g o
T ——— Py c @ © & hitps;/44.231.146.69/tmuiflogin jsp -9 % noe s =
S UTPU : basl
iy @ Getting Started €) F5 Networks Gitlub€) Relesss - f5devcentra.. € . © bigip! Sabdev 0id.. @ bigip2fSlabde (Did »

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101$ terraform output

AWS_CONSOLE_LINK = https://346022689392.signin.aws.amazon.com/console

AWS_PASSWORD = qVpcQCRXE5KagpBjpiQeNEMo

AWS_USER = udf

BIGIP-Across-Az-Cluster-2nic-PAYG_outputs = {
igiplExternalInterfacePrivateIp” = "10.0.1.33"
BigiplInstanceId" = "i-@e3fefe9b2df5b557"
igiplManagementEipAddress” '44.232.76.46"
BigiplManagementInterface™ = “"eni-01125ff@a@f20alef"
igiplManagementInterfacePrivatelp "10.0.101.169"

"https://44.232.76.46"

igip1VipEipAddress ttp://54.70.100.164:80"

BIG-IP tion Utility

F5 Nef

ni-82182b1851ea226ee" oo
Bigiplsubnet1lAz1SelfEipAddress” = "44.231.46.113" e LE bt sl L
igip2ExternalInterfacePrivateIp” "10.0.2.40" west-2.compute.internal Log in with your username and password using the fields on the left
igip2InstanceIld"” = "i-051c921412a5534e0" 1P Address.
igip2ManagementEipAddress” 44,231.146.69" 100102232
igip2ManagementInterface™ = "eni-@311fdf632d5d4a23" Usemame
igip2ManagementInterfacePrivatelp i admin T
igip2Url" = "https://44.231.146.69" —
igip2subnet1Az2Interface ni-8f937b4721d143bbf" [R——
igip2subnet1Az2SelfEipAddress” = "34.215.219.51"
vailabilityZonel" us-west-2a"
vailabilityZone2" = "us-west-2b"
igipExternalSecurityGroup” sg-056de270316ea8bcl"
S I R AR = P R R (©) Copyright 1996-2019, F5 Networks, Inc., Seatle, Washington. All ights resenved.
} S Networks, Inc. Legal Notices
elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.co
m
webl_address = 10.08.1.88
web2_address = 10.0.2.80
f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pclels [|

Login

E

X WSL: Ubuntu-18.04 £ master* & ®@5A0

= o0 € MmO ¥ OR £ W O 9 L=

Look in the upper-left-hand corner. Note whether this is the active or standby unit.
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152-59043ac61a15.

] File Edit Selection View Go -  f5admin [WSL: Ubuntu-h

«

@ Getting Started ) Fs Networks Gitrub () Releases- 5devcentral, )

© & o https//44.231.146.69/xui/Znocache=157979;
PROBLEMS (8) OUTPUT TERMINAL -+ | 1:bash v + 0 & v

- @ty
Sl dev (0id.. ©

ompute.nternal  Date Ja

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101$ terraform output B o 01 =
AWS_CONSOLE_LINK = https://346022689392.signin.aws.amazon.com/console [
AWS_PASSWORD = qVpcQCRXESKagpBjpiQeNEMo Jinsymc
AWS_USER = udf Lo Waining
BIGIP-Across-Az-Cluster-2nic-PAYG_outputs = {

"BigiplExternalInterfacePrivateIp" = "10.0.1.33"

"BigiplInstanceId” = "i-@e3f@f@9b2df5b557" Shtistics,

BigipiManagementEipAddress 44.232.76.46" Dashboard
"BigiplManagementInterface™ eni-01125ff0a@f20alef" WModule Statistics Selp

Support

"BigiplManagementInterfacePrivateIp” = "16.0.101.169" Performance Reports
Bigipiurl "https://44.232.76.46" User Documentation

"BigipivipEipaddress = “http://54.70.160.164:80" 8 oo ooty e oy
"BigiplVipPrivateIp" 0.0.1.248" Technical Support web site.
Bigiplsubnet1Az1Interfac ni-02182b1051ea226ee” e el « UserDocumentation
"E%g%plsubnetlAzlSelFEipAdfiress "44.231.46.113" () Acceleration Preferences
“"Bigip2ExternalInterfacePrivatelp” = "10.0.2.40" Onthe System Preferences screen, you can customize
Bigip2Instanceld” = "i-@51c921412a5534e0" e he general preferences for the Coriiguration Uiy
"Bigip2ManagementEipAddress” = "44.231.146.69" ¢ Srlem Exeitences

. Shared Objects

"Bigip2ManagementInterface" "eni-@311fdf632d5d4a23" Additional Setup Options

Bigip2ManagementInterfacePrivatelIp "19.9.102.232" 2 Network Use the following additional configuration options to
T refine the system setup, ence you have initally
Bigip2Url" = "https://44.231.146.6 configured he system using the Setup Uty
Bigip2subnetlAz2Interface” ni-@f937b4721d143bbf" e « System Device Certicate
Bigip2subnet1Az2SelfEipAddres 4.215,219.51" Bt

"availabilityZonel" = “us-west-2a
us-west-2b"

 SNIP
« User Authentication

bigipExternalSecurityGroup sg-856de270316eas8bcl" Setup Utilty
52 ¢ N Run the Setup Utiity again to make changes to basic
bigipManagementSecurityGroup' g-04ce53b880cd526c2 device seflings and standard network configuration.

« Runthe Setup Uity
elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws. RLESL Rl
m

webl_address = 10.8.1.88

Ask F5
Ask F5 features quick solutions to technical questions,
product manuals, release notes, an online support case
generator, and general information about F5 Networks
and products. Ask F5 provides unlimited access to all
customers covered under an F5 senice agreemen

« Visit AskFS

Deployment Guides
5 deployment guides provide detailed configuration
quidance on how to implement integration or
interoperabilty solutions for specific applications.

* Visit Deployment Guides

DevCentral

DevCentral provides network administrators and
application developers with extensive tools, tips,
techniques, and community resources designed o
‘speed iControl development and act as a forum to share:
best practices.

« Visit DevCentral

Modules

F5 BIG-IP evices are a modular system, so you can add

cessary to quickly adapt to changing
application and business needs. Modules include
options for acceleration, securit, and other application
delivery solutions

« Visit BIGIP Modules

web2_address = 10.0.2.80
f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pcie1s [| Plugns

Downloads

{:c',:} Agents

SNMP MIBs

‘The following agents provide additional
Microsoft® Windows Server® platforms.

5 WSL: Ubuntu-1804  §® masterr & ®5A0 -

em " oR £ % O

The all SNMP.
WIBS related!o the BIG-P system,

Attention: Make sure Big-IP1 is active and Big-1P2 is standby before proceeding. To force Big-IP2 to
standby: “Device Management” => “Devices” => bigip2.f5lab.dev => [Force to Standby].

1.5 Creating High Availability Virtual Servers in AWS

The F5 Virtual Edition can discover instances in AWS dynamically using tags.

1.5.1 Check example application is running

From the Visual Studio Code Terminal, invoke terraform output.

terraform output | grep BigiplVipEipAddress

... Ctrl + click on the Bigip1VipEipAddress=. This is the same Elastic IP we just reviewed in the AWS

Console.
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Elastic P address |

= c @

@ Getting Sarted ) Fs Networks Gtk €) Releass - 5devcentrl

) File Edit Selection View Go - f5admin [WSL: Ubuntu-18.04] - Visual St

- n o e
© bigipl Slab.dev Did.. © (Did »

© & nhttps;/us-west-2.console.aws.amazon.com/ec2/v

(%)

PROBLEMS (8) OUTPUT TERMINAL -+ 1:bash + 0 &

f5admin@EC2AMAZ-0QBMCIS : ~/f5agility2020-pcl01$ terraform output aws Services v Resource Groups

& v O

AWS_CONSOLE_LINK = https://346022689392.signin.aws.amazon.com/console
AWS_PASSWORD = qVpcQCRXE5KagpBjpiQeNEMo © tow 2 Experence PN TR
AWS_USER = udf Actions ‘Allocate Elastic 1P adaress x
e oSz Clust e Znic pave gutputs 5 L | s = An Elastic IP address is a tatic, public IPv adcress that you allocate to your AWS account
BigiplExternalInterfacePrivatelp 1e.6.1.33 Events and is reachable from the interet. Learn more [2
igiplInstanceId" -0e3f0fe9b2df5b557" Tags < S —
@ "44.232.76.46" Q |
ni-e1125ffeaef26alef" tieuils . ®
BigiplManagementInterfac/ = = * = " "~ §.101.169" Bl
B:? SEipiln ghces s Rl T 2 Name Public IPva address Allocation ID Assc
http://54.70.160.164:80" Ddtaneas
et L ELAL 2R i Stucio e [ 3421521951 eipalloc-03a364f49e317be0c i-05
L_\ BigiplsubnetlAzlInterface™ = "eni-02182b105lea226ee™ .
~® igiplsubnetlAziSelfEipAddres 44.231.46.113" n Do you want Code to open the external website? [ 44.231.146.69 eipalloc-05f0ad803a83c3c83 i-05
Bigip2ExternalInterfacePrivateIp” = "10.0.2.40" ttps//54.70.100.16480/ ) 44231 aEIE R iballoc.OcBTea1 1367H05852) L0e
g igip2InstanceId" -051c921412a5534e0" s ki
) = "44.231.146.69" Copy || Cancel || Configure Trusted Domains ] 442327646 cipalloc-01b5dfd&8fb309e89 ioel
i Sl n ?311fdf632d5d4323“ Dedicated Hosts
Bigip2ManagementInterfacePrivateIp” = "10.0.102.232 —
igip2Url® = "https://44.231.146.69" Scheduled Instances E = 3
igip2subnet1Az2Interface” = ni-@f937b4721d143bbf" Capadity Reservations 54.70.100.164 =
igip2subnet1Az2SelfEipAddres 34.215.219.51" ¥ IMAGES
vailabilityZonel" = "us-west-2a" AMIs Summary | Tags
vailabilityZone2" us-west-2b" —_—
s A Bundle Tasks
igipExternalSecurityGroup" = "sg-056de270316ea8bcl"
igipManagementSecurityGroup! “sg-04ce53b880cd526c2" v ;'T-giTEIC BEOCIC Summary
elb_dns_name = tf-elb-studentf5labdev-1462435346.us-west-2.elb.amazonaws.co Vo‘um:s Public IPva address Allocation ID
Snapshots
5 54.70.100.164 eipalloc-Obe5 18bb3c40917bf
webl_address = 10.8.1.88 Lifecycle Manager
web2_address = 10.0.2.88  NETWORK & Association ID Scope
f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pclol$ D SECURITY eipassoc-08de2d863df8ca0db veC
Security Groups
{:‘I’} Elastic IPs Associated instance ID Private IP address

Terms o

> WSL: Ubuntu-18. masterr & ®@5AMA0 @ Feedback @ English (US) s . orits affiates. All ights

04 fo
o € MmO ¥ OB £

We are using self-signed certificates in the lab. Bypass the TLS warnings. “Accept the Risk and Continue”.
You will see the example app.

FSvlab

© % 5470.100.164 -9 noe & =
@ Getting Started ) F5 Networks - GitHub () Releases - f5devcentral... ) f5-cloud-iapps/f5-serv... @ bigiplfilab.dev (Did.. @ bigip2fslab.dev (Did .. ) f5-aws-cloudformatio.

ip-10-0-2-80
F5vLab  Demos ~

Public Cloud Lab: AZ #2 r5vLab

Deliver the most secure, fast, and reliable applications to anyone, anywhere at any time.

batiuid kbt e ekt ol

p100280 100280 w0020
Available Fast Secure
One of BIG-IP core functions is load balancing, which BIG IP is able to shift key tasks away from the server BIG-IP identifies and stops most DDoS attacks before:
entails managing network traffic such that no one 1o its own processor in order to improve they reach With hardware-based DoS
server becomes overwhelmed while others idle. This This can reduce the number of servers in a typical protections, BIG-IP detects DDoS attacks and routes:
improves application performance and availability. datacenter by as much as 60% and speed up the the connections away from critical servers, or rejects
performance of the remaining servers. them outright
00280

v
10100280

Virtual Edition Appliance VIPRION =

erting data from 54.70.100.165.

1.5.2 Survive a fail-over event across Availability Zones

From the AWS Console, Services => EC2 => NETWORK & SECURITY => Elastic IPs. Note the Elastic IP
address (public IPv4 address) mapping for the Secondary IP address of our Active Big-IP1 (10.0.1.x).
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Elastc P address | EC2 Manag: X

n o e

(€)»> ¢ @ 0 & nitp 2.consol 2 2
@ Getting tarted €9 F5 Networks - Gitiub ) Relesses - fsdeveentral. € - © vigipSabdev 0. © )

Services v Resource Groups v

@ New EC2 Experience
Bl el EC2 ) ElasticIPaddresses » 54.70.100.164

EC2 Dashboard wew A

Events Elastic IP addresses (5) Allocate Elastic IP address.
Tags “ An Elastic IP address is a static, public IPv4 address that you allocate to your AWS account and is reachable from the intemet. Learn more [
Reports Q <1 > ®
Limits
¥ INSTANCES a Name Public IPv4 address Allocation ID Associated instance ID Private IP address Association ID Network interface owner account ID Network B¢
Instances .
] 3421521951 eipalloc-03a364f49e317be0c 1-051c921412a5534e0 [4 10.0.2.40 ip dab us-west-2
Instance Types
Launch Templates riew 44.231.146.69 eipalloc-05f0ad803a83c3c83 1-051c921412a5534e0 4 10.0.102.232 eipassoc-045¢185215dabbadb 346022609392 us-west-2
Spot Requests. [m] 44.231.46.113 ipall fea11367d098a2 i 704 10.0.1.33 eipassoc-020021d042250cfal 346022609392 us-west-2
Savings Plans -
m] 442327646 ipall P 702 10.0.101.169 eipassoc-0d106675ab3e9fd8a 346022609392 us-west-2
Reserved Instances
Dedicated Hosts 54.70.100.164 eipalloc-Obe518bb3c40917b] i-0e3f0f09b2df5b557 (64 [10.0.1.248] eipassoc-08de2d863df8ca0dby 34602260939: us-west-2
Scheduled Instances < >
Capacity Reservations
¥ IMAGES - B EE

AMIs
Bundle Tasks

o ELASTIC BLOCK
STORE
Volumes
Snapshots
Lifecycle Manager

v NETWORK &
SECURITY

Security Groups

Elastic IPS new

@ Feedback @ English (US)

€ m 9

[ c @ © & -0 https;//44.232.76.46/xui/inocache= 1579793577243 - O n o @
Ie) = © bigiplSabder 0id.. B o)

© Getting Strted ) Fs Networks Gitkub €) Relewses - 5devcentrl,

Force this Device to standoy?

Big-1P2 is now active.
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i c @ © &~ https;//44.231.146.69/xui/2nocache= R moeo % =
@ Geting tarted €D Fs Networks  GitHub () Releases - sdevcentral.. ) - © bigip! Slabdev 0id.. @ bigip2fslabdev (Did
PAdems 1001 St e Rol Advistlar Farton e
f N\ ONLINE (ACTIVE)
5 Jasie
I Provisioning Warning.
Main
Veah statistics
et — Create.
) Local Traffic 1)/ status |+ Name < Description | + Application | + Destination | + Sevice Port| = Type | Resources | partion rPain
e O @  e@mpleoivs_eample0t vs_10.01248 example0i 1001248  B0(HTTP)  Performance (Layer4) Edit Commoniexample0 app
Virtual Servers L] @  ®ampledi_vs_example01_vs_10.0.2.121 exampledl 1002121 B0(HTTP)  Performance (Layer4) Edit Common/example01.app
Policies | Enable || Disable || Delete.
Prodes
Ciphers
Rules
Pools
Nodes
o
Trfic Giass

Address Translation
(73%) Acceleration

£ Device Management
Q. Shared Objects

& Wetwork

Systom

o4 ‘wMAM 5

20

From the AWS Console, Services => EC2 => NETWORK & SECURITY => Elastic IPs. Note the Elastic
IP address (public IPv4 address) mapping for the Secondary IP has changed to the new Active Big-IP2
(10.0.2.x). Hit the refresh icon in the upper-right-hand side a few times until you notice the change.

astc P address | EC2 Manage X

(£)»>c o 9 & http 2.consols 2 - @ % noe &

@ Getting tarted €9 F5 Networks - Gitub ) Relesses - f5dveentral. € = © vigip Sabdev id.. © o O

Services v Resource Groups v

© new EC2 Experience
e EC2 ) ElasticlPaddresses » 54.70.100.164
EC2 Dashboard new Lo

Events Elastic IP addresses (5) Allocate Elastic IP address
Tags N An Elastic IP address is a static, public IPv4 address that you allocate to your AWS account and is reachable from the intemet. Learn more [
Reports ‘ Q 2 g 5 @
Limits
¥ INSTANCES 8 Name Public IPva address  Allocation ID Associated instance ID Private IP address Association ID Network interface owner account ID Network
Instances .
] 3421521951 eipalloc-03a364f49e317be0c 1-051c921412a5534e0 [4 10.0.2.40 ip us-west-
Instance Types
Launch Templates sew ] 44.231.146.60 eipalloc-05f0adB03a83c3c83 1-051c921412a5534e0 [4 10.0.102.232 elpassoc-045¢185215dabbadb 346022609302 us-west-
Spot Requests [m] 44.231.46.113 ipall fea11367d098a2 i 704 10.0.1.33 eipassoc-020021d042250cfal 346022609392 us-west-,
Savings Plans -
. m] 44.232.76.46 ipall i 702 10.0.101.169 eipassoc-0d106675ab3e9fd8a 346022609392 us-west-
Reserved Instances
Dedicated Hosts 54.70.100.164 eipalloc-Obe518bb3c40917bf 1-051c921412a5534e0 [4 1002121 ip 14 us-west-
Scheduled Instances < >
Capacity Reservations
¥ IMAGES - E ==
AMIs 54.70.100.164
Bundle Tasks
Summary | Tags
v ELASTIC BLOCK
STORE
Volumes
Snapshots Summary
Lifecycle Manager
Public IPv4 address Allocation ID Assodiation ID Scope
NETWORK &
Y CECURITY 54.70.100.164 eipalloc-Obe518bb3c40917bf eipassoc-0901470a7484d60a3 vpC
Security Groups . .
Associated instance ID Private IP address Network interface ID Network interface owner account ID
Elastic IPs paw i-051c921412a5534¢0 [4 100.2.121 eni-0f937b4721d143bbf [4 346022609392

@ Feedback @ English (US) 2020, Al a Privacy Policy ~ Terms o Us,

10:44 AM

# o0 £ m £ B [ )

Back to the example app screen. We are using self-signed certificates in the lab. Bypass the TLS warnings.
“Accept the Risk and Continue”. You will see the example app now behind the new active Big-IP2.
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1cf7f459-b5b4-43d3-b152-b9! ss.udf.f5.com

c @ ‘@ # 5470.100.164 M {7‘ moen =
@ Getting Strted €D F5 Networks- GitHub€) Releases - fsdevcentral.. () f5-cloud-iapps/F5-servo. @ bigip!fSabdes (0id.. @ bigip2fSiabedes (id . () 15-aws-cloucfommatio,

ip-10-0-2-80
F5vLab  Demos ~

Public Cloud Lab: AZ #2 r5vLab

Deliver the most secure, fast, and reliable applications to anyone, anywhere at any time.

Available Fast Secure
One of BIGIP core functions is load balancing, which BIG IP is able to shift key tasks away from the server BIG-P identifies and stops most DDoS attacks before
entails managing network traffic such that no one to its own processor in order to Improve per they reach With hardware-based DoS
server becomes overwhelmed while others idle. This This can reduce the number of servers in a typical protections, BIG-IP detects DDoS attacks and routes
improves application performance and availabilty. datacenter by as much as 60% and speed up the the connections away from criical servers, or rejects.
performance of the remaining servers. them outright.
Virtual Edition Appliance VIPRION

Attention: The example application reports which Availability Zone is serving up the content (pool
member), not which Availability Zone is hosting the active Big-IP.

1.6 Delete Environment in Fell Swoops

The promise of declarative automation tools is that we can both quickly stand up and tear down environ-
ments.

1.6.1 Cleanup

Delete the S3 bucket.
AWS => Services => S3 => delete bucket.

46



53 Management Console

(£)»> ¢ o
@ Getting tarted € F5 Networks - Gittiub () Relesses - f5cvcentral.. €) © bigip! fsab.des 0id . © )

- © n o e

Delete bucket
bigip-across-az-cluster-2nic-pay... X

Copy Bucket ARN

g the "bigip payg-sabucket bucket,
CHLEEIRE S Properties Events 0 Active notifications
« Bucket names are unique. If you delete this bucket, another AWS user can use the name.
« This bucket is not empty. If you delete it, all the objects in the bucket will also be deleted. Versioning  Disabled
« Based on the number of objects in your bucket, this may take some time. Please do not MFA delete  Disabled

close your browser window before the process is completed (G G

2 Learn more Static web hosting ~ Disabled
Tags 4Tags
Requester pays Disabled
Type the name of the bucket to confirm deletion:
Object lock  Disabled
Transfer acceleration ~ Disabled

Permissions Ouner  db3a94a9-0be5-44.
Block public access ~ Disabled
Bucket policy No.
Access control ist 1 Grantees
CORS configuration  No

Management Lifecycle Disabled
Replication  Disabled

Analytics  Disabled

Inventory Disabled

Metrics ~ Disabled

CloudFormation - Stack BIGIP- X

) ce

! BCE n o e
1Sl dev (0id.. ©

Services v Resource Groups v

CloudFormation X CloudFormation > Stacks
Stacks Stacks (1) Del?e [ update | [ stackactions v | [ createstack v |

Stack details

\ Q Filter by stack name \ \ Active v | © Viewnested <1> ®

Drifts

StackSets B N
Stack name Status Created time v Description
Exports
‘ (-] BIGIP-Across-Az-Cluster-2nic-PAYG © CREATE_COMPLETE 2020-01-23 10:17:37 UTC-0500 Template v5.2.1: AWS CloudFormation Template for creating a Across-AZs cluster of 2NIC BIG-IPs in an exis... ‘

Designer

¥ CloudFormation registry

Resource types

Previous console

Feedback

@ Feedback @ English (US)

e

1.6.2 Terraform destroy

From the Visual Studio Code Terminal, invoke terraform destroy.

terraform destroy --force -var 'bigip_admin_ password=f5letmeln’
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) File Edit Selection View Go Debug Terminal Help 2 v FTHP= YL TN LG LR TACHH

@ PROBLEMS (8) OUTPUT  DEBUG CONSOLE  TERMINAL 1: terraform

f5admin@EC2AMAZ-0QBMC1S : ~/f5agility2020-pc101$ terraform destroy --force
/() var.bigip_admin_password
Enter a value: f5letmeln

gy null_resource.ecdsa_certs: Refreshing state [1d=6009194551436473692]

@ aws_cloudwatch_log_group.log-group: Refreshing state... [id=studentf5labdev]
data.aws_cloudformation_stack.f5-cluster-across-az-ha: Refreshing state...

_@_ aws_vpc.terraform-vpc: Refreshing state... [id=vpc-©78b314202bbdfff7]
aws_cloudwatch_log_stream.log-stream: Refreshing state... [id=log-stream]
data.aws_network_interface.bigip2 traffic: Refreshing state

B:? data.aws_network_interface.bigipl_traffic: Refreshing state
aws_subnet.private- Refreshing state... [id=subnet-075282aa2@b7cbe4a]
aws_subnet.private-a: Refreshing state... [id=subnet-01d1969cee4f12dbc]
aws_subnet.f5-management-a: Refreshing state... [id=subnet-8eb68f26d5bfeba2b]
aws_security_group.instance: Refreshing state. [id=sg-8122d4059e0dfdabl]
aws_internet_gateway.gw: Refreshing state... [id=igw-0ca4881650d473b76]
aws_subnet.public-a: Refreshing state... [id=subnet-073alc49f@efco07f]
aws_security_group.f5_data: Refreshing state... [id=sg-0073942f4374a6075]
aws_security_group.elb: Refreshing state. [id=sg-07f29efb6f@edc7f4]
aws_subnet.public-b: Refreshing state... [id=: ubnet—easasadeAeGZAcSZ;}]
aws_subnet.f5-management-b: Refreshing state... [id=subnet-81dbdb4b6f59fa65d]
aws_security_group.f5_management: Refreshing state. [id=sg-eeb3a27bda5e4c@5a]
aws_route_table.rtl: Refreshing state... [id=rtb-049d20f4b17481123]
aws_instance.example-a: Refreshing state... [i -04508ala92c3ddc15]
aws_instance.example-b: Refreshing state... [i -0d2b4d3e9d6defof6]
aws_main_route_table_association.association-subnet: Refreshing state... [id=rtbassoc-8803a@bf5b76f8c45]

£

X WSL: Ubuntu-1804 8 masterr & ®5A0 @ 01

eEmor ol £ 5 > e i O

‘z] File Edit Selection View Go Debug Terminal Help

PROBLEMS (B) OUTPUT  DEBUG CON: TERMINAL

aws_internet_gateway.gw: Still destroying... [id=igw-0ca4881650d473b76, 1m@s elapsed]
aws_subnet.public-a: Still destroying... [id=subnet-073alc49f@efc007f, 30s elapsed]
aws_instance.example-b: Still destroying. i -8d2b4d3e9d6defef6, 1ml@s elapsed]
aws_security_group.elb: Still destroying. il g-07f29efb6fBedc7f4, 1ml@s elapsed]
aws_internet_gateway.gw: Still destroying... [id=igw-@ca4881650d473b76, 1m1@s elapsed]
aws_subnet.public-a: Still destroying. [id=subnet-073alc49f@efco07f, 40s elapsed]
aws_instance.example-b: Still destroying... [id=i-@d2b4d3e9d6édef@f6, 1m2@s elapsed]
aws_security_group.elb: Still destroying... [id=sg-87f29efb6f@edc7f4, 1m2@s elapsed]
aws_internet_gateway.gw: Still destroying... [id=igw-0ca4881650d473b76, 1m2@s elapsed]
aws_security_group.elb: Destruction complete after 1m27s
aws_subnet.public-a: Still destroying. [id=subnet-073alc49f@efco07f, 50s elapsed]
aws_instance.example-b: Still destroying... [id=i-8d2b4d3e9d6édef@f6, 1m3@s elapsed]
aws_internet_gateway.gw: Still destroying... [id=igw-©ca4881650d473b76, 1m30s elapsed]
aws_subnet.public-a: Destruction complete after 56s
nstance.example-b: Still destroying... [i -0d2b4d3e9d6defof6, 1m40s elapsed]
aws_internet_gateway.gw: Still destroying... [id=igw-0ca4881650d473b76, 1m4@s elapsed]
aws_instance.example-b: Still destroying. il -0d2b4d3e9d6defof6, 1m50s elapsed]
aws_internet_gateway.gw: Still destroying... [id=igw-©ca4881650d473b76, 1m50s elapsed]
nstance.example-b: Still destroying... [i d2b4d3e9d6defOf6, 2m@s elapsed]
nternet_gateway.gw: Still destroying... [id=igw-0ca4881650d473b76, 2m@s elapsed]
aws_instance.example-b: Still destroying. i -0d2b4d3e9d6defof6, 2m1ds elapsed]
aws_internet_gateway.gw: Still destroying... igw-0ca4881650d473b76, 2m1@s elapsed]
aws_instance.example-b: Still destroying... [i -8d2b4d3e9d6defef6, 2m2@s elapsed]
aws_internet_gateway.gw: Still destroying... [id=igw-0ca4881650d473b76, 2m2@s elapsed]
nternet_gateway.gw: Destruction complete after 2m26s
nstance.example-b: Still destroying... [id=i-@d2b4d3e9d6def0f6, 2m30s elapsed]
aws_instance.example-b: Destruction complete after 2m3@s
aws_subnet.public-b: Destroying... [id=subnet-@a3a6@de4e624c322]
aws_security_group.instance: Destroying... [id=sg-0122d4859e8dfdabl]
aws_security_group.instance: Destruction complete after @s
aws_subnet.public-b: Destruction complete after @s
aws_vpc.terraform-vpc: Destroying... [id=vpc-878b314202bbdfff7]
aws_vpc.terraform-vpc: Destruction complete after 1s

{g} Destroy complete! Resources: 21 destroyed.
f5admin@EC2AMAZ-0QBMC1S :~/f5agility2020-pc1e1s I
X WSL: Ubuntu-18.04  §° masterr & ®5A0 e 4.

>0 € MmO ¥ OB £ T te

Confirm it's all gone. Review AWS => Services => ec2 => Instances.
Fin
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